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YBoa

PaHcomBep Hanagu ocCTajy jeaHa of HajAeCTPYKTUBHWUjUX cajbep npeTbM Ha rnobanHom
HMBOY, @ CEKTOpPM KpUTUYHE WHOPACTPYKTYype nonyT GUHAHCUCKOr, eHepreTcKkor u
TENIeKOMYHUKaumjckor cee 4ewhe cy meTa Hanmagaya. Mako HUCy [e0 KpUTUYHe
NHPPaCTPYKTYpe, Mana 1 cpegtba npeayseha Kao 1M nNojeanHUM NoAjefHaKOo Cy YIPOXKEHM
OBMM Hanaguma, aav ca HeCPa3MepPHO MakbMM KanaumteTuma 3a oabpaHy og toux. Tokom
2024. v noyeTkom 2025. rognHe, 6poj MHUMAEHATA NOBE3AHMX Ca PAHCOMBEPOM Har/io je
nopactao No y4yectasocTM U COPUCTULMPAHOCTM, Y3POKyjyhu 036M/bHY onepaTuBHY U
bVHaAHCKjCKY WTETY WMPOM NaaHeTe. 310HAMEPHM aKTepPU NPUNATOAUAN CYy CBOje TaKTUKe
- 0/, HAYMHa Ha Koju npoaupy y UKT cucteme 40 HaYMHA Ha KOjU YUEHY]Y XpTBe.

Y upnsby carnegaBatkba peanHUX NPeTHM Y TEKCTY CMO NPe3eHTOBaN HajHOBMje CTaTUCTUKE
M TPEeHO0BE Ca Ke/bOM A3 YKarKeMo Ha noTpeby 3a carnenaBakbem peasiHe OnacHOCTU U
043bVMPOM aieKBaTHMX KOHTPO/1a 32 NPEBEHLMjY M OTMOPHOCT Ha paHCOMEpP Hanage.

Y [OKYMEHTY aHa/IM3MpPamMo aKTyesiHe MpeTe WU HaBOAMMO KOHKPETHE Mpenopyke 3a
npeBeHLMjy paHCOMBEpP Hamaaa u noausame cajoep otnopHoct UKT cuctema ca naejom
M UM/beM Aa OpraHuM3aLmjama NoOMOrHeMO Aa 0jayajy cBojy cajoep oabpaHy o4 paHCcomBep
Hanaga, npumerbyjyhu cnojeBuTe KOHTPOIE U Hajbo/be NpaKkce ycknaheHe ca NpoBeEpPEHNM
CTaHAapAMMa Koju ce baBe oBoM NpobsemaTUKOM.

O npojekTy

OBaj AOKyMeHT nspaheH je y okBupy npojekta “MNMoapwka EY msrpaarbn KanauuteTa 3a
cajbep 6e3b6enHoCT 3anagHor bankaHa” 1y napTHepcTBy ca HaunoHanHum LLEPT-om.

MpojekaT “Moapuika EY nsrpaaku KanauureTta 3a cajoep 6es3begHocT 3anagHor bankaHa”
(npojekart “Cajbep BankaH”) dmnHaHcupaH je oA cTpaHe EBponcke YHMje, a 3a Uu/b MMa
nobosbliarbe OTNOPHOCTU KopucHMKa IPA Il nporpama Ha 3anagHom bankaHy y cknaay ca
npaBHMUM TekoBMHama EY u Hajbosbmm npakcama. MNpojekaT “Cajbep bankan” peanusyjy
AKkagemuja 3a e-ynpasy (eGA, EctoHuja), UeHTap 3a mehyHapoaHy npaBHy capagmy (CILC,
XonaHauja) u HaumoHanHa areHumja 3a cajbep u uHdopmaumoHy 6esbegHoct (NUKIB,
Yewka Penybaunka), y3 CTpy4Hy NoapLiky HaumoHanHux LLEPT TumoBa EcToHuje, SleToHuje
n CnoseHuje.



rno6anHu npernea npeTiy 04 paHCOMBeEpPa

HajBaKHuje KapaKTepucTuke

Harau nopacrt yuectanoctm Hanaga

Mocneptux roguHa benexxe ce pekopan nNo obumy paHcomBep aKTUBHOCTWU. AHanuse y
WMHAYCTPUjM YKa3yjy Ha ApacTMYHO nosehare Kako GppeKBeHUMje TaKo 1 pa3mepa Hanaaa -
KPUTUYHW CEKTOPM Kao LWITO CYy 34paBCTBO, PUHAHCUje, TENEKOMYHMKaLmje 6uam cy nocebHo
Ha yaapy. BehuHa nssopa uumje nogatke cmo obpahuBanm y HacTaBKy TEKCTa yKasyje Ha
3Ha4ajHo yBehaHe ¢uMHaHcKujcke rybutke n cee Behy ePpUKACHOCT aKTye/NIHUX paHCOMBEp
Hanaga.

Kpaha nogartaka u ,BuwecTpyKke usHyae”

BehuHa paHcomBep MHUMAEHATa, Nopes, eHKPUNTOBAka, Cafa YK/bydyje Kpahy nogataka
MOLWTO HanagayM KopucTe yKpageHe oceT/bMBe MogaTKe 3a yueHy KpTasa (T3B. gynnaa
u3Hypga). Y npoceky 60% paHcomBep Hanaga 3abenexeHux 2023. roavHe yK/byumBaam cy
noTepheHy uan noteHunjanHy Kpahy nogataka. Hanagaum objaB/byjy ykpageHe nogaTke
Ha T3B. leak cajToBMMa Kako 61 M3BPLIMAM MPUTUCAK Ha KPTBE - 06MM objaBa Ha 0BUM
CajToBMMA CKo4YMO je 3a 75% Tokom 2023. y ogHOCY Ha NPEeTX04HY roguHy, ca npeko 4.500
6a3a nogaTaKa KpTaBa NocTaB/beHUX jaBHO. OBa TakTMKa nosehaBa BepoBaTHohy aa he
opraHusaumje nnatuTM, nog npetHom aa he nosep/bMBM nogaum (6ase noaaTaka
KAWjeHaTa, MHTeNEeKTyasHa CBOjUHA uTA.) 6uTK jaBHO 06jaB/beHM MAKM NpoAaTU ako ce
3aXTeBM 3a OTKyn He ucnyHe. MHoOre KpuMMMHaAHe rpyrne OoTULWI/AE Cy KOpaK dasbe, Ka
TAKO3BaHOj TPOCTPYKOj M3HYAM, Koja pogdaje u Tpehum cnoj npuHyge - Ha npumep,
nssohere DDoS Hanaga nan npethy Aa he AMPEKTHO KOHTAKTUPATU KINjeHTE, NapTHepe
WK perynaTope *KPTBe YKOAMKO OTKyNHMHA He byae nnaheHa. 3abenexkeHu cy u cnyyajesu
[la HEKe PaHCOMBEP rpyne npeckayvy eHKPUNUKUjy y NOTNYHOCTM ocnakbajyhu ce CK/byunso
Ha Kpahy nogaTtaka: npumepa paau, rpyna Clop je 3noynotpebuna zero-day parbmMBoCTM Y
copTBEpY 3a Aesberbe $ajnoBa Kako OU yKpana Nopatke M yuermBana XKpTee NpeTHom
objaB/bMBakba, Yak M 6e3 Kopuwhera camor mansepa 3a wWudposatbe. OBe HOBE Weme
N3HyAa NpeacTaB/bajy NPeTHY YaKk U OpraHu3aumjama ca noy3gaHum pe3epBHMM Konnjama
KOje U [asbe MOry TpneTu 3HadajHe nocaeguue y Cayyajy KomnpomuTtauumje HUXOoBUX
noaaTaka.

YTuuaj Ha KPUTUUHE CeKTope

PaHcomBep Hanaam HacTaB/bajy Aa ce CBPCTaBajy y Bogehe npeTe, Kako rnobanHo Tako m
pervoHanHo ykbydyjyhu Espony. M3sewTaj ENISA o npethama 3a 2023. nokasyje aa je
paHcomBep 6uo npeTrba 6poj 1y EY, unHehn 34% nHumnaeHaTa, A0K je Harim nopact DDoS
(Distributed Denial of Service) Hanaga noyeTkom 2024. roavHe NPOMEHMO NopeaakK na cy y
nssewTajuma ns 2024. n 2025. rogmHe paHCOMBEpP M ynaan y CUCTEM OLLEHEHM KAOo Apyra
no peay npeTkba MO 3acTyn/beHocTu. MNocneanue Hanaga Ha KPUTUYHY MHOPACTPYKTYPY
noKasase Ccy ce TELWKUM: Ha NPUMep, Hanaau Ha MHAYCTPUjCKE U KOMYHA/IHE opraHu3aumje
NPOYy3pOKOBanu Cy NpeKkmae y onepauymjama, a Hanagm Ha GUHAHCUjCKE MHCTUTYUMje M



npyrkaole TeneKOMYHUKALWUOHUX YCyra MCNOCTaBUIN Cy C€ HEe CaMO Kao OnepaTUBHE
npeTkbe Beh 1 Kao NpeTHe Ka NoBepemy jaBHOCTM Y yCayre Koje kopucte. NocmaTtpaHo no
CEKTOPUMaA, PaHCOMBEP aKTepu HUCY npesuLwe bupanu xptee - ENISA je y cBom nsseLTajy
n3 2025. rogmHe 3abenexunna aa cy npoussogra (14,9%) n gurutanHa nHGpacTpykTypa u
cepsucu (10,3%) 6unn HajnoroheHnjn cektopu y EY. 3HauyajHo je ga cy v BnaguHU opraHm
N dUHAHCKjCKe ycayre 4ecTo MPUCYTHW Yy M3BEWTajUMa O PaHCOMBEP MHUMAEHTUMA.
MoTuBaUMja je jacHa: KPUTUYHU CEKTOPU NpeacTaB/bajy YHOCHe meTe (opraHusauuje ca
3HaYajHUM MPUXOAMMA WA OCET/BUBMM NOZALMMA) U MpPYKajy NOTeHUMjan 3a n3yseTaH
NpUTUCaK (omeTarbe OCHOBHMX Yycayra). lMpumepa paau, HanaguM paHCOMBEpPa Ha
€HepreTckM cekTop pacam cy 3a 80% u3 roguMHe y roAawHy, npusnadehu Hanagade
npuaMKama 3a peanusaunjy 3HayajHUX onepaTUBHUX CMeTH U ycaen criopujer BpemeHa
OnopasKa Yy TOj UHAYCTPUjU. Y LeNnHN, NpoTeKIEe FOAMHE CY NOTBPAMAE Aa HUjedaH CEKTOP
Huje nowTeheH - o rnobanHUx baHaKa A0 PEervoHasiHUX KoMyHanHux npeayseha wm
TeSIeKOMYHMUKaLUMOHUX onepaTtepa, paHCOMBEP rpyne HacTaB/bajy Aa Ln/bajy OpraHu3saumje
roe bu 3acToju uam rybutak nogataka HaHenu Hajsehy WwTeTy, Kako 6w nosehanu nsrnege
3a UCNaaTy OTKYMHUHE.

HajakTuBHMje paHcomBep rpyne

Akira - OBa rpyna ce 6p30 pa3suja U moauduKyje TexHUKe Hanagaa y unspy noseharba
ebuKacHoCcTM M npunaroherwa um/baHOM cucteMy, Kopuctehm nocebHo pasBujeHe
mansepe 3a Windows u Linux oKpy»era. AKMpa Hajuewhe Tapretmpa mana v cpedra
npeayseha, ann M3BoAM HanaZe M Ha Be/MKe opraHusauuje. tbuxose pTBe Hajuewhe
npunagajy Ccektopuma npousBogte, obpasoBarba, MHOOPMALMOHUX TEXHOJOruja,
3apaBcTBa, GMHaAHCKja, No/boNpUBPEaEe U NPoU3BOAHE XpaHe. [pumersyjy LMPOKY nenesy
TeXHUKa y cBum dasama Hanaga (o4 MHUMjanHOr nNpuctyna o ytuuaja). MNpumemyjy m
mopaen Ransomware-as-a-Service (Raa$).

ALPHV / BlackCat - Beoma nHosaTusaH, BlackCat (takofhe nosHat 1 nog umeHom ALPHV) je
akTMBaH og, 2021. roguHe 1 KOPUCTM paHCOMBEP 3acHOBaH Ha Rustl-y. Mpumersyje moaen
TpoCTpyKe u3Hyae ca DDoS Hanagnma u apyrMm npeTkama Kako b1 nojavyao nputmucak Ha
XpTBe. [To3HaT je No uu/bakby NPABHOT, 34PABCTBEHON M MAAONPOAAjHOr cektopa. HakoH
noavumjcke onepauuje cnposegeHe 2023. rognHe aKTUMBHOCTM OBE rpyne 3Ha4vajHO Ccy
CMakeHe.

Clop - OBa rpyna (nosHaTta 1 Kao ClOp) cneunjannsosBaHa 3a Kpahy nogaTaka nytem
paHcomBep Hanaga npumeheHa je 2019. rogmHe. Y 2025. rogvHN MMaanN CY HEKOJIMKO
BE/IMKMX PaHCOMBep Kamnamwa. Kao npumapHM BeKTOp Hamaga Kopwucte zero-day
parbMBOCTM, a Hajno3HaTUjK cy No Kopuwhemwy A0 Taga Heno3HaTe parbmoct y MOVEIt
TpaHchepy. Unmbajy yrnaBHOM akaZeMCKU CEKTOP, GUMHAHCKje N npy*Kaoue coPTBEPCKUX
ycnyra y CeBepHoj Amepuum, EBponu n Ayctpannju.

LockBit - LockBit je npsu nyt npumeheH kpajem 2019. roguHe, a 2022. roanHe 6unm cy
npema 6pojy XKpTaBa HajakKTMBHMja paHcomBep rpyna M RaaS npoBajaep Ha cBeTy.

1 Mporpamcku jesauk Koju npyska moryhHOCTUM Komnajauparba KoAa 3a NpUMeHy y pas/iMunTim onepaTMBHUM CUCTEMUMA



KanauuTtetTv oBe rpyne 3Ha4yajHO Cy YMarE€HW HAKOH LWTO je Y BesnMKoj mehyHapoaHoj
nonvuujckoj onepaumjn “KpoHoc” y debpyapy 2024. rogmHe oHecnocob/beHa NpMmapHa
nnatpopma, 3annerbeHo Buwe og 30 cepBepa M yxanweHo nap YnaHose ose rpyne?. U
nopep, Tora, LockBit ocTaje jegHa oA HajonacHMjuUX paHCOMBeEpP rpyna, no3HaTa no 6p3om
wudposary, RaaS mogeny v crtanHoj eBonyuuju. Yecto uusbajy BnaguHe areHuuje,
TPAHCNOPTHE MPEXKEe U 34PaBCTBEHE CUCTEME.

Medusa - Npsu nyT cy npumeheHn 2021. roanHe. Npyna unsba jaBHE MHCTUTYLNjE N CEKTOpE
nonyT eayKaumje M 34paBcTBa. 3a MHUUMjaNHU ynajg, obUYHO KOpUCTe He3aKpn/beHe
no3HaTe parKUBOCTM, anu K npouypene uHbopmaumje o cuctemy. Mpumersyjy aynay
n3Hygy n RaaS mogen.

NoEscape - PenatuBHo HoBMja rpyna (U3 2023. rogMHe) Koja Hanaga xMbpuaHa U Knaya,
OKpyKerba. lMpumerbyjy RaaS mogen wm capahyjy ca ApyrMm paHcOmBep rpynama.
Mpumerbyjy metoay TPOCTpyKe M3HyZe y3 objaB/bmBakbe nogataka Ha ceom TOR 6nory.
pTBe cy BehMHOM 13 jaBHOT, eHepPreTcKor 1 34paBCcTBEeHOr cekTtopa u3 Espone n CAL.

RansomHub - Hosa (npBu nyt npumeheHa 2024. roguHe) n 6p3o pactyha rpyna
OCYyMHMYEHA 33 perpyToBatbe 6MBLIMX noapykHuua ALPHV rpyne. RansomHub je 6uo
YK/byUeH y Hanade Ha 34paBCTBEHWN CEKTOP, aKaZLeMCKM CEKTOP U UHCTUTYUMje SIoKanHe
camoynpase. Hajuewhe un/bajy BennKe opraHusaumje ca BEIMKMM 3aXTE€BMMA 33 OTKYM.
Mpumemrbyjy RaaS mogen ny 2025. rogmHn cy 6unm mehy HajakTUBHUjUM rpynama.

Rhysida - Mpsu nyT cy npumehenn 2023. rogmHe 1 NOCTOje M gaHac, ain ca Bapujaumjama
Yy aKTMBHOCTUMA. lMpumerbyjy aynay msHyay v RaaS mogen. lo3HaTv cy no Tome WTO
nosehaBajy CBOjy BMA/bUBOCT KOHTAaKTUpParbemM HOBUHApa M 06jaB/bUBabEM LypeEH-A
noaaTtaka. pree Rhysida rpyne yk/byuyjy 601HMLUE, HEBIAANHE OpraHM3aLnje u cybjekre
JIOKaNHe camoyrnpase, YeCcTo Ca BEJIMKUM yTULLajeM Ha jaBHOCT.

Royal / BlackSuit - CenekTMBHa 1 3aTBOpeHa paHCOMBEp rpyna, no3HaTta no npuaaroheHmm
EHKpNTOopMMa M ePUKaCHMM HanagMma Ha NpeacTaBHUKE KPUTUYHE WMHOPACTPYKType
(yrnaBHOM ¢uMHaHcHje 1 34paBCTBO), OpraHa 3a cnpoBohere 3aKOHa U BNAANHUX CUCTEMA.
Mpumetbyjy Aynay usHyay, anv He npumemsyjy RaaS mogen. AKtneHM cy og 2022. rogmHe,
a HEKM UCTParKMBauM nosesyjy nx ca buswmm ynaHosmma rpyne Conti.

Play / Playcrypt - Play je npsu nyt npumehen 2022. roanHe, aa 6u seh 2024. rogmHe nocrao
jeaHa o4 HajaKTUMBHMjUX paHcomBep rpyna. lMpumerbyjy mopen LBOCTPYKE M3Hyge, a
KapaKTEPUCTUYHO 3a OBY FPyny je Aa HaKOH ekcodunTpaumje u eHkpununje dajnosa He
OCTaB/bajy NMOPYKY Ca 3axTeBOM 3a niahatbe 0TKyna, Hero umejn agpecy 13 .de gomeHa ca
WMHCTPYKLUMjaMa 332 KOMYHMKauwujy. MNMpumeryjy U meTos A0AATHOr MPUTUCKA TaKO LUTO
HeoA/ly4He PTBe KOHTaKTUpajy TenepoHom npetehu aa he 06jaButn ykpageHe nogatke.
Hbuxose xpTBe cy BehnHOM opraHu3aumje Koje NpmMnagajy KPUTUYHO] MHOPACTPYKTYPU U
nocnoBHu cybjekTn y EBponu, CeBepHoj 1 JyxKHOj AMepuuu.

2 https://www.europol.europa.eu/media-press/newsroom/news/law-enforcement-disrupt-worlds-biggest-
ransomware-operation



SafePay - MNpsu nyT npumeheHa y apyroj nonosmun 2024. roanHe, osa rpyna je Tokom 2025.
rogMHe 6una jeaHa of, HAjaKTUBHWUjMX U HajonacHujux. Kopucte mogudumkosaH LockBit
paHcomBep, a 36or edMKacHOCTM Hanazda NPeTnocTaB/ba ce Aa CYy NPUINYHO MCKYCHM na
HEeKW UCTParknBaym HaBoge moryhHocT aa cy y 0Boj rpynu 6usmn ynaHosu LockBit u ALPHV
rpyna. Kapaktepuctnka ose rpyne je ga n3soae Beoma AMHaMUYHe Hanage ca CTPUKTHUM
nep1Moaom of Hajsuwe 24 cata usmehy MHUUMjaNHOT NPUCTYNA U eHKPUMLUMje NnoAaTaka Ha
HanagHyToM cuctemy, ykbydyjyhu ekcduntpaumjy nogartaka, Hakor 4vera npumersyjy
mogaen aynne usHyae.

Qilin - Umanu cy MHTEH3MBaH pacT o4, NpBor 3abenerkeHor Hanaga 2022. roanHe 40 AaHac.
Mpumerbyjy meton aynne M3HyAe, a MNO3HATM Cy CAyYajeBM Kaja Cy BPWWAM [0OaTHE
NPUTUCKE MNPWjaBOM pPerynatopy WAM KOHTAKTUparbeM KaujeHaTta. Hajuewhe uwmwajy
34paBCTBEHM U PUHAHCUJCKM CEKTOP, a XpTee cy Hajuewhe n3s CAL. Mpumeryjy RaaS
mogaen.

INC Ransom - OBa rpyna je penatMsHo HoBuja (npumeheHa 2023. roaunHe). Mo3HaTK cy no
COOUCTULMPAHMM LW/BAHMM HaMaZMMa Ha KopnopatuBHe mpexke. lMpumerbyjy aynay
n3Hyay u RaaS mogen. Hajuewhe meTe cy um y ceKTopuMma 34paBCTBA, eayKauuje,
TEXHO/I0TUje 1 jaBHe ynpase, a BMLe 04 NON0OBMHeE XpTaBa je ns CAL, KaHage n Hemauke.

DragonForce / Cartel - Osa rpyna je npsu nyT getektoBaHa 2023. roguHe. Mpumersyjy Raas
MOZEen WU OTBOPEHW Cy 3a capagky ca Apyrum rpynama, Hygehu HanpegHe TexHUKe
yK/byyyjyhn BYOVD (Bring Your Own Vulnerable Driver). Hucy nocebHo opujeHTUCaHM Ha
oppeheHe cekTope, ay 2025. rogMHu 3abenexkeH je pacT kUXOBUX AKTUBHOCTM.

BlackBasta - Mpumehenun cy 2022. rogmHe, a noctoju moryhHOCT Aa je rpyna HacTasa of,
6uBLKX YnaHoBa rpyne Conti. Mpumemyjy aynny nsHyay v RaaS moaen. KpTtee npunaaajy
PasNMUNTUM CeKTopuma (yrnaBHOM npousBoAHba, rpaheBMHAPCTBO, 34PaBCTO M jaBHA
ynpasa), sehnHom ns CA[ n Espone. o 2024. 6unu cy mehy HajaKTUBHUjUM Tpynama,
HaKOH yera ce 6eneXmn cMmarbere akTMBHOCTMU.

Conti - OBa rpyna BulUEe He NOCTOjW, ann je CMaTPaHa 3a je4Hy o4 HajCOPUCTULMPAHUjUX
pPaHCOMBEp rpyna, a TEXHUKE, TaKTUKe n npoueaype (TTP) Koje cy npumersMBanun 1 Aasbe
cyy ynotpebu. l'pyna ce pacnana 2022. rogMHe HakoH MHTEPHOT LlypeHrsa nogaTtaka. Cmatpa
ce Aa cy bmBLIM YNaHOBM OBe rpyne caja y APYrMm TPEHYTHO aKTUBMM rpynama Kao LTO ¢y
Akira, BlackBasta, BlackSuit n Royal.

M3Bopu: Swiss Cyber Institute® n CISA*

3 https://swisscyberinstitute.com/blog/10-most-notorious-ransomware-groups-2025/
4 https://www.cisa.gov/stopransomware/stopransomware



Cratuctnka paHcomsep Hanaga y csety u EY

PaHcomBep, Kao jeaH o4 HajonacHUjUX TMNOBa cajbep Hanaaa, 3acTyMN/beH je y roTOBO CBUM
CTaTUCTUYKMM NybanKaumjama ns obnactun cajoep 6e36e4HOCTU M aHAIU3UPAH je Y MaHbOj
nnun sehoj mepu. MocebHa cneundUYHOCT BE3aHa 3a CTAaTUCTUKY PAaHCOMBEP Hanaaa je WwTo
CTBApHU edeKTn mory 6uTn obpaheHn camo y cayyajy Aa opraHuMsauMja Koja je XKpTea
Hanaga Te NoAaTKe yYMHW AocTynHUM. [a je HeKa opraHusaumja 6una XKpTBa paHcomBep
Hanaga He Mopa HMKaAa NoCTaTh jaBHO NO3HATO aKo je Hanag 6Mo manor obMma HaKoH Yera
Ccy nogauu ycnewHo BpaheHM M3 6eKana, akKO Hamagayn HUCY ypaaunm ekchuntpauumjy
noAaTaka UM aKko Cy ypeaHO AOCTaBUAM K/by4 33 AEKPUNLMjY HAaKOH LUTO je opraHun3aumja
naatuaa OTKyn. AKO je M MO3HaTo Aa je opraHu3auuja npeTpnesa paHCOMBEp Hamnag, Y4ecTo
ce He 06jaB/byjy CTBapHe nocneanue Hanaga v KoJIMKO je noaaTtaka TpajHo uarybsbeHo. Yak
M aKo Hanagauu objase MHPopMaLmje O yCNewHOM Hanaay M Aeo npey3eTux NogaTtaka Ha
cBom leak cajTy, He moxe ce ca curypHowhy 3HaTK WTa ce AeCUI0 ca OCTa/IMM YKPaLEeHUM
nogauMma 1 ga v je HakoH Tora opraHM3saumja naaTuaa oTKym.

CBe OBe HeMno3HaHWLEe YMHEe CTaTUCTMYKe nojaTKe o paHCOMBEP HanagMMa pPenaTuBHO
noysaaHum, aainm Ce MOXXe CMaTpaTh Aa yCcnewHo r|0Ka3yjy CTaTUCTUNYKeE TpeHaoBe.

Y Hawem npernegy cTaTucTuke GOKyCcMpaan CMo Ce Ha HEKOIMKO NybanKaLmja:

- ENISA Threat Landscape (ETL), Kojy roanwte objaBmyje AreHuuja EY 3a cajbep
b6e3beaHoOCT,

- Data Breach Investigations Report (DBIR), Kojy roguwme ob6jaB/byje KOMnaHwuja
Verizon,

- roguvwrmn mssewTaju HauymoHanHor LIEPT-a Penybnunke Cpbuje O CTAaTUCTUYKUM
noAaumma o CBUM UHUnAeHTUMa y MKT cuctemuma o nocebHor 3Hauvaja.

Mpema nogaumma Koje je y cBojoj nybankaunju objasuna komnaHuja Verizon, 6as3mpaHnm
Ha aHanm3n 22052 cajbep nHUMAEHTa o4 Kojux cy 12195 ynagm y cuctem ca notspheHom
Kpahom nopgaTtaka, NpuMeTaH je TpeHA, pacta bpoja paHcomBep Hamaga y Mocaefrux
HEKONMKO rognHa. AHanM3e cy NoKasane 4a je paHCOMBEP Kao KOMMOHeHTa y 2025. rogmHum
610 npucyTtaH y Yak 31% vMHUMAeHaTa, WTO NpeacTas/ba BenMKo nosehare y ogHOCY Ha
14% npeTtxogHe rognHe. OBaKBa y4yecTasocT NOCTaBM/IA je paHCOMBEP Hamade Ha ApYyro
MecTo no 6pojHocTn, oamax 1M3a DoS Hanaaa.
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CnuKa 1: ngeHTUPUKOBAHE KOMMOHEHTe Yy cajbep nHumnaeHTMMma (13sop: Verizon 2025
DBIR)

Mocmatpajyhmn oasojeHo ynaae y UKT cuctem, y 2025. roaMHM paHCOMBEP KOMIMOHEHTA
3abenexkeHa je y yak 44% cnyyajeBa, WTO je Takohe 3Ha4ajHO nosBehare y oaHocy Ha 32%
npetxogHe roguHe. MNpuUanNKom aHanM3e Hanaga youyeHa je 3HayajHa pas/iMKa y o4HOCy Ha
Be/IMUYMHY cybjekTa — y Behum opraHmMsauujama, paHcoMBep je 6M0 KomnoHeHTa y 39%
ynaza, AOK Cy Mana v cpegta npeayseha nmana ynage nosesaHe ca paHcomBepom y 88%
cnyyajesa.
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CnuKa 2: paHCOMBeEp KOMMNOHEHTa y yKynHom 6pojy ynaga y UKT cuctem (M3Bop: Verizon
2025 DBIR)

PaHcomBep Hanagu He 3a0bunase HU jeaaH cekTop. Mnak, y HewTo Behem npoueHTy
3abenexeHn cy Hanagu Ha NPoOM3BOAbY M NpodecrnoHanHe cepBuce.
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Cnuka 3: ceKktopm noroheHn paHcomsep Hanaamma (nssop: Verizon 2025 DBIR)
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Y nocnegrux nap roavHa NpUMMeETaH je NopacT NPOLEHTYasHOr yaena eKcnioartauuje
ParbMBOCTM Kao MHMLUMjaZIHOT BEKTOpa Hanaga y3 Cmakbere yaena 3snoynotpebe
KpeaeHumjana. Mnak, /byackn $GakTop ocTaje CBEYKYMHO AOMMHAHTaH 3a omoryhaBatbe
npucTyna Hanaga4mma.
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CnuKa 4: MHUUMjaNHU BEKTOP NPUCTYNa 3a paHcomBep Hanazge (n3sop: Verizon 2025 DBIR)

Y nybaukaunju Verizon 2025 DBIR npuKasaHu cy U pe3yntati aHaause oTkyna nnaheHux
HaKOH paHcomBep Hanaaa. Mogaum 3a 2024. roanHy NOKasyjy BE/IMKe pasnKe y USHOCKMMA
nnaheHux oTKyna, a cpeara BpeaHocT ucniaheHe oTKynHuHe 6una je 115.000 gonapa
(wTo je marbe o4 150.000 gonapa KoNMKa je buna cpearba BpeaHoOCT ucnnaheHe oTKynNHUHe
2023. roauHe, anu 3HaTHO Bulle og 73.500 gonapa us 2022. roauHe).
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Cnuka 5: nnahenun otkynu (n3sop: Verizon 2025 DBIR)
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MnaK, n nopepn 3HavajHor noseharba Opoja Hamaga, NpUMeTHO je M Aa ce nosehaBsa
npoueHaT opraHnsaumja Koje ogbujajy ga nnate otkyn. OBo moxe 6utn nocnegmua 6osbe
NPUNPEM/bEHOCTM OpramsaluMja Ha OBaKBe BPCTe HaMmaga, anu M Apyrux ¢akropa (Ha
npumep, Beher Henosepera npema obehartbrMma Hanagaya).
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CnuKa 6: npoueHaT opraHu3aumja Koje cy oabune aa nnate oTkyn (13sop: Verizon 2025
DBIR)

Y nybnukaumjmn ENISA Threat Landscape Report ctatMctmykm cy obpaheHn ussewTaju o
MHUMAEHTMMA Yy 3eM/baMa YNaHULLAMa U MHCTUTYUMjama EY. MNMpema oBuUM m3BewTajuma,
ynagm y cuctem 6uam cy Apyra Haj3acTyn/beHuja KaTeropuja Hamaga, a paHcomBsep
KOMMOHEHTa MAEeHTUPUKOBAHA je Kao HajnpucyTHWja y OBOj KaTeropuju Hanaga (Tpeba
MMaTK y BUAY [ je paHCOMBEP KOMMOHEHTa 3acTyrn/beHa U y Mmarbem 6pojy DDoS Hanaaa).

Hajuewha meta y 2025. roanHn 610 je jaBHM CEKTOP Ha KOju ce oAHOCK YaK 38,2% cBuxX
aHanusMpaHmx Hanaga. OBo je Bennko nosehare y oaHocy Ha 2024. roanHy Kaja je jaBHu
cekTop 6uo meTtay 19% cnyyajesa. Hajsehu ytnuaj Ha oBoanko noseharbe MMao je 3HavajaH
pacT 6poja DDoS Hanaga 1 To ball Ha jaBHM ceKTop Y EY, unHehu aa oBaj Tmn Hanaga byae
CBEYKYNHO AOMMUHaHTaH ca 76,7% of cBux 3abenexxeHnx Hanaaa’.

5 3aHMM/bMBO je Aa Benunka sehmHa DDoS Hamaaa noTMye 04 XaKTUBMUCTA, AOK CY KPUMMHAHE rpyne peTko nssoaune
OBaKBe Hamaze M TO yr1aBHOM y CBpXy noseharba MPUTUCKa HAaKOH paHCOMBep Hanaga
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= DDoS = ynaguy cuctem  ® HeosnawheHu npuctyn uameHe Be6 cTpaHWUa ® ocTano

CnuKa 7: 3acTyn/beHocT Hajuewhmx KaTeropumja Hanaga (ussop: ETL 2025)

PaHcomBep Hanaam cy ca npeKko 81% Haj3acTyn/beHunju o4 KaTeropuja Hanaaa Koju cnagajy
y cajbep KpumuHan. Y 2025. roamHn mnaeHTUdUKOBAHe cy 82 pasinymte BapujaHTe
paHcomBepa, a AoMuHaHTHU cy Akira, SafePay, Qilin, Play, CIOp n INC Ransom. PaHcomBep
LockBit, kKoju je 6M0 gocTa 3aCTyn/beH MNPETXOAHMX FoAMHA, UAEHTUPUMKOBAH je y Beoma
manom 6pojy Hanaga 2025. roauHe.

0.90%
1.60% 1'00%‘\ i

= paHCcOMBep = HeoBnalwheH NpuMcTyn Nnogauuma = stealer = GaHKapcku TpojaHaw = RAT = keylogger

CnuKa 8: 3acTyn/beHOCT KaTeropuja Hanaga Koju cnagajy y cajéep kpumnHan (13sop: ETL
2025)
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YBUA y paHcomBep rpyne u xXpTtee

Cajt ransomware.live (npuBaTHM npojekat Julien Mousqueton) gaje TPeHYTHU yBUA, Y *KPTBE
Pas’NMUNTUX PaHCOMBEP rpyna, reorpadcky pacnpocTpareHOCT KPTaBa, AeTa/be TParosa
Koje 0CTaB/bajy pasnuuTe rpyne v ap.

o 0 = ahn
P 2 B = W
%‘ Victims Groups Press Search Statistics World
o
RANSOMWARE 0 B a &5
LIVE Negotiations Ransom Notes YARA Rules TTPs Matrix loC
& Buy Me a Coffee
Sponsored by Hudson Rock — Use Hudson Rock's free cybercrime intelligence tools to learn how i i are your business [4
N
N 2 22
Groups Victims This year This month
302 23,924 158

This page displays the 100 most recent victim disclosures attributed to ransomware groups, as detected by ([ md. Our platform continuously monitors and
scrapes ransomware group leak sites to identify and list newly published victims.

Search victims...

Cnuka 9: NMpwukas Beb cajta https://www.ransomware.live/

Cratuctuka paHcomsep Hanaga y PC

Y cknaay ca 3akoHom o MHpopmaumoHoj 6esbeaHoctun, MKT cuctemun o nocebHor 3Hayvaja’®
nmajy obasesy ga HaumoHanHom LLEPT-y goctaBe nogaTtke o CBUM MHUMAeHTUMaA Yy UKT
cMcTeMMMA o4, nocebHOor 3Havaja 3a NpeTxoaHy roanHy, a HaunoHanHm LEPT nma obasesy
0a V3BEWTaj] O CTAaTUCTUYKMM MoZaumMma O CBMM MHUMAEHTMMA jaBHO o6jasu. lNpema
noJaumnma 13 OBMX U3BELUTAja, KOju ce 06jaB/byjy jeAHOM roAunLlHbe, MOMKe Ce NPUMETUTH
orpomaH nopact 6poja npujas/beHMx MHUMAeHaTa o 2023. roamHe, 3a WTa je AUPEKTaH
y3poK nosehatbe NpMjaB/beHUX WHUMAEHATa Yy rpynu HeosnawheHo NpUKyn/bakbe
noaaTaka.

8 UKT cuctemm og nocebHor 3Hauaja cy UKT cucTemMm Koju cy O, K/by4YHOT 3Hauaja 3a o4prKaBakbe KPUTUYHUX APYLUTBEHUX
M EKOHOMCKMX aKTUBHOCTM Unjun 61 npekug nnm nopemehaj y npysary ycayra MMao MaM MOrao Aa MMa 3HauyajaH yTuuaj
Ha jaBHy 6e36eHOCT, jaBHO 34paB/be, GYHKLMOHMCaHE APYTMX CEKTOPA MU B CTBOPMO OAHOCHO MOTao Aa CTBOPU
3HavajaH CUCTEMCKM PU3MK (41aH 5. 3aKoHa 0 MHPopMaLmoHoj 6e3begHoCcTH)
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Cnuka 10: 6poj npujaB/beHnx nHumaeHata y KT cuctemmnma og, nocebHor 3Havaja
(n3Bop: HaunoHanHu LLEPT)

Hajsehu 6poj npujaB/beHUX MHUMAEHATA Y rpynu HeosnawheHO NpUKyn/bakbe nogataka
cnaga y KaTeropujy CKeHupakba MopToBa, AOK je 6poj MHUMAEeHaTa y KaTeropuiju
KOMNpOMUTOBakba WM Lypera nogataka (data breaches) 3aHemap/bvMB y ogHoCy Ha
YyKynaH 6poj nHumnaeHaTa y oBoj rpynu. Minak, noaaum nokasyjy ga je y 2024. roamHu gowno
[0 BenuKor pacta bpoja MHUMAEHaTa Koju cnaaajy y KaTeropujy KOMNpoMUTOBakEe UK
uypeme noaaTaka.
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Cnuka 11: 6poj npujaB/beHUX UHLMAEHATA Y KAaTEFOPMjU KOMNPOMUTOBAHE UK LypeHe
nogaTaka (ussop: HaumoHanHu LLEPT)

Kaga je pey o npujaB/beHMM pPaHCOMBEP HamagMma, NOCToje 3HauyajHe pas/iMKe no
roAvHama v ca goCTynHUM nogauuma Huje moryhe yTBpAWUTH jacaH TpeHA, aiv nocneatbe
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roguHe (2024.) 3abenexeHo je noseharbe bpoja Hanaaa y 0BOj KaTeropujm o4 4ak Tpu nyTta
Yy 04HOCY Ha NPeTXoAHYy roaunHy. Mnak, Tpeba HanomMeHyTU a PaHCOMBEPU CBaKe roguHe
nMajy yaeo mambh og 1% y ogHocy Ha yKynaH 6poj npujaB/beHNX masiBepa.
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Cnuka 12: 6poj npujaB/beHnx paHcomsepa (M3Bop: HaumoHanHu LLIEPT)

0.70%
0.60%
0.50%
0.40%
0.30%
0.20%
0.10% l I
0.00%
2020 2021 2022 2023 2024

Cnuka 13: yaeo paHcomBepa Yy YKynHom 6pojy npujaB/beHUX mansepa (M3Bop:
HauuoHanHu LEPT)

MNpema nopgaunma HauwmoHanHor LEPT-a y okBupy rpyne uHumaeHata ,MHCTanupare
3710HamepHor co¢pTBepa y okeupy MKT cuctema (mansep, eHrn. malware)”, TOKom
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n3BelwWTajHOr nepuoda perncrposaHo je ykynHo 30.445 cnydyajeBa. Hajsehu 6poj
MHUMAEHaTa 04HOCK ce Ha TpojaHue (17.533) u Bupyce (9.780), AOK cy WNUjyHCKU codTBEP
(2.262) v ypsun (670) marbe 3acTyn/beHU. PaHcomsep (168) 1 pyTKUT (32) yMHe Hajmatbm
A€o yKynHor 6poja, anv npeacTaB/bajy BUCOK PU3MK No 6e36e4HOCT U MHTErpuTeT cucTema.

Toojaray, | :7.5:3
vy I ©.750

LWnujy+cku codreep(exHrn. spyware) - 2,262
Upe (exm. worm) I 670
Pancomeep (enm. ransomware) | 168

PyTkuT (eHrn. rootkit) | 32

Cnuka 14: peructpoBaHu mansepu (u3sop: HaumoHanHu LLEPT)

Mocneauue paHcomBep HanaZa Mory cnagatv y rpyny yrpokaBarbe 6e3b6egHocTu
noZaTtaKka, y Kojy Cy CBPCTaHW MHUMAEHTU KaTeropuja HeosnawheH npucTyn nogaumma,
HeoBnawheHa M3meHa uauM bpucarbe nogaTaka M Kpuntorpadcku Hanag. [ocTaB/beHu
noZaum MoKasyjy a M y OBOj rpynu MHUMAEHATa NOCTOjU NPUMETAH PacT NocaesHux
roauHa.
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® KkpunTorpadcku Hanag M HeosnawheHa U3mMeHa NogaTtaka HeoenawheH NpUCTyn Nogaunma

Cnuka 15: MHUMAEHTKM y TPYNKY yrpoykaBakbe 6e36e4HOCTM NoAaTaka Nno Kateropujama
(n3Bop: HaumonanHu LEPT)
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HaunoHanHom LEEPT-y Penybaunke Cpbuje npujas/beHo je neT paHCcoMBep Hanaga y npsa
Tpu KBapTana 2025. roanHe myetnpun y Toky 2024. rogmnHe. Hanagauu cy kopuctmam SMOK
paHcomBep, Crypto 24, DragonForce paHcomsep Cartel, Medusa Locker u Rapidl
paHcomBepe. Y BehnHM cnyyajeBa ce AecUN0 Aa aHTUBUPYCHM COPTBEP HUje OETEKTOBAO
Hanag, OOK je KBanuTeTaH 6ekan y BehuHu cnyyajeBa omoryhuro ga ce nocnoBakbe HacTaBm
(business continuity) 6e3 Behux nocnegmua No MHCTUTYLM]jY KOja je AoXKMBeNa Hanag,

Y cKiagy ca cBeTCKMM TpeHAoBUMa, Uy Cpbunju ce KOHCTAHTHO Benexkn nosehare 6poja
KPUBMYHUX Jena u3 061acTM BMCOKOTEXHONOLWKOF KpuMMMHana. [lpema nopaumma
MocebHor ofes/berba 3a 60pby NPOTUB BUCOKOTEXHOIOWKON KPUMWHANA Buwer jaBHor
Ty*unawTsa y beorpaay, y 2024. rogmnHu 3aBeaeHo je 7198 npeameTa U3 oBe 061actu WTO
npepacrassba nosehawe oa 10,31% y ogHOCY HA NPETXO4HY rOANHY.

2000
7000
6000
5000
4000
3000
2000
1000

0

2006 2007 2008 2009 2010 2011 2012 2013 2014 2015 2016 2017 2018 2019 2020 2021 2022 2023 201+

Cnuka 16: nopact 6poja npeameta no roguHama (u3sop: Mporpam 6opbe npoTms
BMCOKOTEXHO/IOLKOr KpMMMHana 3a nepuog 2026-2030)

Cny»xba 3a 60pby NPOTMB BUCOKOTEXHOMOLWKOT KpUMMHana Tokom 2024. roguHe npummnaa
je 2467 3axTeBa 3a NpUKyn/barbe obasewTera, WTO NpeacTas/ba nosehare o 0ko 22% y
oaHocy Ha 2023. roamnHy u Yak oKo 59% y ogHocy Ha 2022. roauHy.

N3 nomeHa KpUBUYHMX Aenia NpoTuB 6e36eAHOCTU padyyHapCKUX nogaTaka, HajopojHuja
KaTeropuja cy HeosnawheHn npuctyn 3awTvheHOM payyHapy, PayvyyHaApPCKOj MpeEXXun wu
€/1eKTPOHCKO] 0bpaam nopaTtaka, a 3aTMM c/iefie padyHapcKka caboTaxka M padvyHapcKa
npesapa. PaHcomBep HMje 3acTyn/beH Kao nocebHa KaTteropuja, anu je y MNporpamy 6opbe
MPOTMB BUCOKOTEXHOIOWKOr KpMMMUHaNa 3a nepuog, 2026-20307 npenosHaT Kao 13y3eTHO
onacaH, ca TpeHAom nosehamwa 6poja n coducTMumpaHocTM M cee Behe MPUCYTHOCTU
ekcounTpaunje nogaTaka n ABOCTPYKE USHYAeE.

7 https://www.mup.gov.rs/wps/wcm/connect/e59cd9f7-203e-4ccc-b2f5-
d0488e3407b5/cirprogram+borbe+protiv+visokotehnoloskog+kriminala+za+period+2026+—
+2030+sa+akcionim+planom+2026+—+2028.pdf?MOD=AJPERES&CVID=pD8FumC
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0.65%

= HeoBnawheHu NPUCTYN 3aWTUREHOM padyyHapy, pauyyHapCcKoj MPeXu U enekTpoHckoj obpaau nogataka
= pauyHapcka cabotaxa
padyHapcka npesapa
CNpeuaBarbe U OrpaHuYaBakbe NPUCTYNA JaBHO] pauyHapCKo] MpeXn
= gwTeherbe pauyHapCcKKUX nogaraka v nporpama
= npaemerbe, Halas/barbe M AaBatbe APYrOM CPEACTABA 3@ M3BPLIEHE KPUBHUYHKX Aena NpoTue Ge3fegHOCTH payyHapCKMX noaaTtaka

= [IPEB/bEH:E W YHOUIEHE PaUyHAPCKUX BUPYCa

Cnuka 17: 3axTeBu TykunawTtea npema MYy 2024. roanHu (n3sop: MY P. Cpbuje)

AHanuse paHcomsep Hanaaa

MogepHU paHcomMBep Hanagu oABujajy ce Kpos3 Buwe dasza y Kojuma Hamagayu npeo
npoapy y Mpexy, 3aTum Lupe CcBOj NpucTyn (eckanupajy npusunernje u kpehy ce
NaTepasiHoO KPOo3 CUCTEM) Ca Uu/bem nageHTUdUKaumje n ekchuntpaumje nogaTtaka, aa bm ce
Ha Kpajy OKPeHyAM MNpouecy eHKpUMnuuje Kao npunpeme 3a Aasbe M3Hyde. YnpkKoc
NnojayaHMM aKuMjama opraHa rowerba - novyetkom 2024. rogmnHe cnpoBeaeHo je Bulle
rnobanHux akumja npoTMB paHcomBep rpyna (yk/abydyjyhu onepauuje npotMs AOMUHAHTHOT
LockBit-a u BlackCat-a) - yueHe nytem paHcoMBepa AOCTUT/IE CY PEKOPAAH HUBO.

Yob6uuajeHn noyeTHU BEKTOPU ynaaa

Hanagaum Hajnpe Tpake HauMH Aa OCTBape MHULMjANHU ynag, Y Un/baHy opraHusauujy. Y
HaCTaBKy Cy OnucaHu Hajuewhn BEKTOPKU NoYeTHOr Komnpomutosarea MKT cuctema.

DULLNHT U COLMUjaNTHU UHKEHEPUHT

Cnarbe ybea/bmnBux GULNHT MEjA0Ba Ca 3/I0HAMEPHUM MPUI03UMa WU IMHKOBUMA U Apyre
06/1MKe 06MaHe KopUCHKKa (HNp. TenepoHom uamn SMS-om) pagu Kpahe kpeaeHumjana. OBo
ocCTaje TpaAuUMOHANHM MEeToA, Hanaga y KOMe Ce XpTBe HaBoAe Aa came “oTBope Bparta”
Hanagaynma.

KomnpomutoBaHu Unu npouypenu KpeaeHumjanm

Kopuwhetbe yKpageHUX N03UHKK M Hanora (HNp. Kyn/beHWx o4, rpyna cnewmjannm3oBaHmx 3a
npoAajy YKpageHux KpedeHuwjana, No3HaTMX Noj, 3ajegHUYKUM HasmBom [nitial Access
Brokers) 3a neruTMMHO npujaB/bMBake Ha cuctem. PaHcomBep rpyne 4ecTo Kynyjy og, oBuX
cneuujanmsoBaHux rpyna seh ycnoctas/beHe npuctyne y KT cuctemuma KptaBa. Takohe,
cnabe noO3MHKE Ha u3NoxkeHum cepBucuma (Remote Desktop Protocol, VPN wu cn.)
omoryhaBajy HanagaymMma Aa ce AUPEKTHO YOoryjy.
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EKkcnnoataumja partbusoctu (yk/byuyjyhu zero-day parbmsoctu)

Cse BuWe Hanaga noynkbe uckopuwhaBarbem no3HaTMX 6He3beaHOCHMX nponycTa vy
WHTEPHET-eKCNOHUPaHUM cucTeMmMma opraHusaumje. Y 2023. n 2024. roguHu youeH je
TPEHA A3 ParbUBOCTU NPECTUKY GULIMHT Kao Boagehu y3poK uHMunjanHor ynaga. Npumepu
obyxsatajy parbmsoctn VPN ypehaja (Hnp. Fortinet SSL VPN, Citrix ADC), umejn cepsepa
(Microsoft Exchange) n anata 3a TpaHcdep ¢dajnosa. PaHcomBep rpyne epuKacHo Kopucre
zero-day nponycte y LWUMPOKO KopuwheHum codTBeprMma Kako 6W MocTurie MacoBHU
npoaop - Hnp. ClOp je 2023. nckopuctmo zero-day y Movelt copTBepy 3a npeHOC AaTOTEKA,
NPUTOM MPOBA/IMBLUN Yy CTOTUHE OpraHu3auMmja U3 KOjux Cy ycrnenu Aa yKpagy oceT/buse
nogaTKe npe Hero WTo cy y nocaearoj ¢asmn Hanaaa akTMBMpann paHcomeep codpTeep 3a
EHKpUNuujy.

Hanagwu Ha naHay cHabpeBara

Ha meTn Hanagaya cee BuLWe Cy W nNocpegHuun - nposajaepu UT ycayra unm copteepckm
006aB/baun - KaKo 61 ce NPEKo HhUX KOMMNPOMUTOBA/O BULLE XKpTaBa oajeaHom. OBaj meToz,
je pehu og ropeHaBeaeHUX, anu MMa pPa3opaH JOMUHO-edeKaT y Cayyajy ycrnexa.

UckopuwhaBare nocrojehux xprasa

Heke Hanazauke rpyne npeysumajy HacTaBak Hanaja Ha mpeke Koje cy Beh yrpoxkeHe og,
CTpaHe APYrux 310HaMepHMX akTepa. KynoBMHOM NpuUCTyna og, KPUMUHANHUX NOoCpeaHMKa
(ropecnomeHyTux Initial Access Brokers), oHM npeckayy NOYETHO XaKoBakbe U OUPEKTHO
HacTaB/bajy ca 3n10ynotpebom Beh KomnpomutoBaHor MKT cuctema KpTse.

JNaTepanHo KpeTare U ecKkanauuja npusuneruja

HakoH WTOo OCTBape NoOYeTHU NPUCTYN, HAaMaZa4Yu HAcToje Aa NpoLuMpe CBOje NPUCYCTBO Y
MpeXKu KpTtee. Llu/b naTepanHor KpeTarba je npeysMmMarbe KOHTPOJie Hag, LWTO BULle
KPUTUYHUX CUCTEMA, YK/bYYYjyhn JOMEH KOHTPONIEPE U CEpPBEPE Ca OCET/bMBUM NOAALMMA,
Kako 61 duHanHuM yaap (wudpoBare M U3HYAA) MMAO MaKCMManaH edekaTt. TexHuke
NaTepasiHOr KpeTakba (LWKMperba ca jeHOr KOMMPOMMUTOBAHOI CUCTEMA HA ApYrv) 06MYHO
Cy TECHO MCNpenJeTaHe ca TEXHUKAMa ecKasaumje npusuaernja (Ctuuakba BUWKUX HUBOA
oBnawhetrba, HNP. AAMUHUCTPATOPCKMX). HEKE 04, Haj3aCTyN/beHMjUX TAaKTUKaA YK/bYYY]y:

Kpaha KpeaeHuujana v 3noynotpeba neruTMMHUX Hanora

Hanapauu usaBajajy npucTynHe noaaTtke (N03MHKe, XeleBe) ca KOMMIPOMUTOBAHMUX MallMHa
nomohy anata Kao wTto je Mimikatz (ountaBarbe memopwuje npoueca LSASS) wam
npecpeTtarbem keylogger-nma. YKpageHu BaiUAHU Hano3mn ce 3aTUM KOPUCTE 3a LiMpeHe
NPUCTyna Ha Apyre cucTteme y IOMeHy.

Kopuwhere perynapHux anara (Living off the Land)

MacoBHO Kopuwhere NerMTMMHUX agMUHUCTPATOPCKUX anaTa M cepBMca onepaTUBHOT
cuMcTeMa paam HeynaZ/bMBOr KpeTakba Kpo3 mperky. YobuuajeHo ce 3noynotpebsbasajy
Windows anatm nonyt PowerShell-a, WMI KomaHaM v CpoaHUX CKPUNTU, jep HUXOBO
NOKpPEeTakte He M3a3MBa CyMhy Kao WTO 6M je M3a3Bao NOTMYHO CTPaHW M3BPWHKU dajn.
Hanagauv npeko KoOMaHAHE NMHMje U3BPLLABAjy KOMAHAE 33 CKEHMpPatbe MPEXKe, KpeTare
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N Npunpemy TepeHa 3a eHKpMNunjy, mackupajyhu ce nsa yobmyajeHMx agMMHUCTPATOPCKMX
AKTUBHOCTW.

KOpVILLIhEI-be NErMTMMHUX anarta 3a Ad/bUHCKO agMUHUCTPUpPabe

Ocum CMCTEMCKMX anaTta, YecTo ce MHCTaAnpajy 1 3noynotpebsbaBajy KomepunjasiHu anaTtu
33 Aa/bMHCKM NPUCTYN U MeHaumeHT, nonyT TeamViewer, AnyDesk, Atera, Splashtop u ch.
OHM omoryhaBajy HanagauyMma [a/bMHCKM HaZA30p W KOHTPOJlYy Haj BULLIE MaluMHa
oAjenHOM, MOHEeKaA YakK u npeko nernTumHmx VPN KoHeKuuja KpTBe.

Kopuwhere anata 3a KOMaHAHO-KOHTPONHU (C2) ynaa u KpeTakbe

MHore rpyne HakoH MHWULUMjaNHOT YNaaa Y CUCTEM XKPTBE MHCTA/NIMPAjy COMNCTBEHE ManBep
anarte pagu noysaaHuje KOHTPOIe U KpeTakba. Ha npumep, WKWPOKO je palwmpeHa ynoTpeba
Cobalt Strike beacon-a koju omoryhaBa pa/bMHCKO M3BpLUaBakbe KomaHawu, keylogging,
ekchunTpaumjy nogataka u cn. TakBM OKBMPM 3a Hanag, Aajy Hanagaunma paekcmMbuaHocT
[la UHCTaNupajy AoaaTHe moayne (HNp. paHCOMBEP) HAa BULLE MaLUMHA NCTOBPEMEHO.

EKcnnoaTtaumja yHYTpaLbUX PakbUBOCTU

AKO Cy NOYETHO YLK Ha jeaaH cepBep, Hanaaaun he 3aTUm TPAXKUTU ParbUBOCTM Y OCTATKY
NHOpPaACTPyKType. YecTa MeTa Cy HeaxkypupaHu cepBepu U CEPBUCK Y JIOKANTHO] MPEXM - Ha
npumep, ctapujn Windows cepsepu, VMware ESXi xunepsusopu, NAS ypehaju, meHaumeHT
cucteMmn Kao wTto je Zoho ManageEngine u ap. MckopuwhaBakbem NOKa/HUX NponycTa
HanagauvM mory Ao6MTU NpUCTYn aaMWHUCTPATOPCKMM MNpPUBUAEIMjaMa WUAWU  OPYTMM
CErMEHTUMA MPEXKe KOjU MHUUMjaTHO HUCY BUan AOCTYNHW.

KpeTtare npeko Remote Desktop-a u ge/beHux pecypa

TpagMunMoHanHo, HaKoOH Kpahe agMUHUCTPATOPCKMX KpeaeHLumMjana, Hanaaayuun ce nosesyjy
Ha apyre mawuHe nytem RDP-a (NyH MHTEPaAKTMBHU NPUCTYN) UM U3BPLLABAjY KOMAHAeE Ha
Aa/buHY Kpo3 anate nonyT PsExec (Microsoft Sysinternals) n WMIC. OBo um omoryhasa aa
PYYHO MM ayTOMATM30BaHO AUCTPUOYMpPajy paHCOMBEpP Ha BULWE cucTeMa y AoMeHy. Ha
npumep, rpyna Play je nosHata no Tome ga HakKoH Kpahe AOMeH aAMWMHUCTPATOPCKUX
npuBuaernja aucTpnbympa nssplHe dajaose paHcomsepa npeko Group Policy objekaTa Ha
CBe payyHape y AOMEHY, YAME OPKeCTpupa CUMY/ITAHO NOKPEeTakbe EHKPUMNTOBAHba LUMPOM
MpeXKe.

Deaktusauyuja 6e36egHoCHUX MexaHU3ama

Y npunpemu 3aBpwHe ¢ase, MHOMM HamaZayuM NOKyLWaBajy Aa oHemoryhe CUrypHOCHM
copTBep u 6ekan cucteme. To yK/bydyje raliere aHTMBUPYC NPOrpama, AenHCTanaumjy nam
oHemoryhaBartbe EDR areHaTa, bpucare n0roea, na Yak M yHuUWTaBarbe shadow copies
(Windows VSS) na 6u ce oHemoryhuno Bpaharbe cucTema Ha NPETXOAHO CTake. Ha npumep,
LockBit n cnnyHM paHcomBepU MMajy CKPUMTE KOje ayTOMATCKM race ycayre 3a bekanoBamse,
aHTMBMpYCce n Bpully pesepBHe Konuje npe NoKkpeTakba WndpoBakba.

KombuHaumjom HaBeaeHMX TEXHUKA, Hanadauum HacToje ga ce Kpehy ,ucnoa pagapa“ kpos

MPEKY KPTBE, NOCTeneHo npey3mmajyhn KOHTPOAy Hag, K/byYHUM cUCTeMUMA. KOHaUYHM
LUM/b je Aa npe pase eHKpUNUMje MMajy MaKCMMaAHy KOHTPOJY - HNp. Aa noceayjy AOMeH
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a4MUHUCTPATOPCKE KpeaeHunjane 1 aAa cy No3nLMOHMPaHM HAa CBMM CepBEPMMA Ha KOjuMa
ce Hanase KPUTUYHKN NoJauM.

dase nsHyhusara U TeXHUKE NPUTUCKA

Kaga je MHpacTpyKTypa KPTBE AOBO/BHO KOMMNPOMMUTOBAHA, NouYMbe 3aBpluHa ¢asa
Hanaga - usHyhuearbe OoTKynHMHe. CaBpemeHu Hanag rotoBO YBEK YK/byuyje ABOCTPYKO
n3HyhuMBarbe: Npe Hero LWTO Ce aKTUBMPaA paHCOMBep (eHKpunuuja ¢dajnosa), Hanagauu
HeayTopM30BaHO MNpey3nMajy oceT/bMBe NoAaTKE U3 MPEXKe KPTBe. TakBM NoJauM Cayxe
Kao A04aTaH e/IeMeHT 3a YLEHY - aKO XKpTBa o4buvje ga naatv OTKyn, KPUMUHAALM npeTe
Aa he ykpageHe nHpopmaumje o6jasntn nnm npogatu. BehmnHa sogehux rpyna soam cesoje
Beb cajToBe Ha darknet-y (13B. Leak Site) roe ob6jaB/byjy MMeHa KpTaBa Koje cy oabune aa
niate OTKYNMHWHY Kao M y30pKe HUXOBMX MOBEP/bUMBUX NOAATaKa Kako 6M ux A0[aTHO
YUEHUN.

HakoH eKkcdunTtpauymje, nokpehe ce mansep Koju eHKpUNTyje gpajioBe No YNTaBOj MPEKM -
OBO je KNaCMYHa yueHa 3aK/bydyaBatbeM nogataka. PaHcomeep 06MYHO ocTass/ba ynyTcTBO
(oTKynHWM 3axTeB) ca MHPOPMALMjOM KaKO Aa XKPTBa CTYMW Yy KOHTAKT Ca Hamagaynuma u
yNAaTM OTKYMHWHY Y KPMNTOBANYTU Y 3aMeHY 33 K/byd 3a aewmndpoBare. Bpeme je y oBom
npouecy Beoma 6utaH ¢akTop - Hanagaum yecto npete ga he nocne UcTeka HEKOr poKa
06jaBUTK CBE YKpaZeHe NoAATKE AW YHULITUTU KIbyY.

Mocnearunx rogmHa, Heke rpyne cy OTULLIE M KOPaK Aasbe Yy ecKanaumju MNpUTUCKa,
npenasehu Ha TPOCTpyKo usHyhueamwe. MNopea wWndposarsa 1 NpeTK 06jaBoM NoaaTaka,
[ojaje ce jow jegaH BUA NpUHyAe - Ha Npumep, nokpeTarbe Distributed Denial-of-Service
(DDoS) Hanapa Ha jaBHe CePBUCE KPTBE UAWN AUPEKTHO KOHTAKTUPAHE HbEeHUX KAnjeHaTa,
napTHepa 1 meanja ca obaBelwTebEM 0 XakoBamy. pyna LockBit 3.0 6una je nMoHup oBe
TakTuKe y 2022/2023. roanHn, KombuHyjyhu wndposame, Kpahy noaaTtaka u DDoS Hanag,
Kako 6M nojayana nNpuMTUCAK Ha Be/IMKe KOMMaHuje ga nnate oTkyn. CAMYHO Tome,
3abenexeHo je [a HeKU aktepu TenepoHOM UWAM UMEJNIOM AUPEKTHO YUEHYjY
PYKOBOAMOLE *KPTBE UN HbeHE NapTHepe, He 6u n u3Hyauam nnahame.

HakoH wHuuumjanHor Hanaga, cnegu ¢asa nperosopa (YKOAMKO KpTBA OANYYM A3
nperosapa). KomyHuKaLumja ce oaBMja NPeKO aHOHUMHWX KaHana (Hnp. npeko TOR chat
nopTana Koje rpyna MOCTaBu, MAM MPEKO EHKPUNTOBaHMX MMejn agpeca). Hanagaum
06MYHO AEeMOHCTPUPAjy AewndpoBarbe marber dajaa Kao ,,40Ka3 UCMPABHOCTU Kiby4ya U
TpaXKe CyMy KoOja 3aBUCM Of, NpoueHe nnatexxHe mohu KpTBe (HNp. npouypenu
bVHaHCHKjCKM M3BELTAjU, BEIMYMHA KOMNAHWUje UTA,.).
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CrpaTewkKa ogbpaHa o4 paHcomBepa

[a 6u ce epeKTUBHO cnpeunnn n ybnaxkmnm paHcoOMBep Hanagu, opraHusaumje 6u tpebano
[a ycBoje cnojeButy cTpaternjy ogbpaHe MKT cucTtema Koja MOKpuMBA CBe pesieBaHTHe
3axTeBe - Ofi OCHOBHe cajbep xurvjeHe A0 HanpeaHe AeTeKuuvje NpeTkM U 04roBopa Ha
NHUMAEHTe. YMeCTO aZl-XOK Mepa, OClakbakbe Ha MPOBepeHe OKBMpe 3a cajbep 6e3beaHocT
rapaHTyje ceeobyxBaTHM npuctyn. KoHKpeTHo, nopes 37 mepa Koje nponucyje 3akoH o
nHpopmaumoHoj 6esbeaHoctn (CI PC 91/25), ycknahusare ca cMepHMLAMa CBETCKU
NPU3HATUX OpraHu3aumja nNpenopyka je 3a afeKkBaTHy 3awTuTy Bawux WUKT cuctema.
CmepHuLe Koje goHocu opraHusaumja NIST, Cybersecurity Framework (CSF), Hyae nobpo
No3HaTy CTPyKTypy 6asupaHy Ha enemeHTMMa 3a OpraHW3oBatbe KOHTPOJA
(MUpeHTMOUKauMja, 3awTKTa, leTekymja, Oarosop n Onopasak), a KOjy CMO MCKOPUCTUAN
33 AeduHMCarbe CMepHULA Yy OBOM AOKYMeHTY. [lopes O0BOr 4OKYMeHTA Npenopyke cmo
yCKNagmnm n ca cmepHuuama 3a paHcomsep (NISTIR 8374) koje je objaBuna ucTa
opraHu3aumja Koje ycknahyjy unbese npeseHumje 1 ybnarkasara nocnegnua paHCoOMBep
Hanaga ca ¢yHKumjama CSF oksBupa. Takohe, oganyaH M3BOP CaBeTa M KOHKPETHMUX
npenopyka MmoxxeTe npoHahu y foKymeHTy LeHTpa 3a uHTepHeT 6e3beaHoct (Critical
Security Controls v8 CIS) Koju aeduHMWwe npUOpPeTU3OoBaH CeT Hajbos/buMX MpaKkcK 3a
oabpaHy oa cajbep Hanaga a Ha uuje hemo ce caBeTe Takohe OCBPTaTU Yy HACTaBKy
OOKYMEHTa.

MNopen ropeHaBegeHOra, CMepHULLE M Nponucu cneuMPUUHK 3a NojegMHe CEKTOpe CcBe
BMLWIE 3axTeBajy Of OpraHM3auumja Aa MMNNeMeHTMpajy HaBedeHe Hajbosbe npakce. Ha
npumep, AupexTtnsa NIS2 EY (Directive (EU) 2022/2555) Hanaxe Aa ,,eCeHUMjaIHU 1 BasKHU
cybjekTn” y KPUTUUYHMM CeKTopuMa (eHepretmMka, TPaHCNOPT, ¢UHaAHCUje, 34pPaBCTBO,
Te/leKOMYHUKaLumje UTA.) yCBOje HM3 mepa 3a ynpaBsbarbe UKT pusmumma - ykmwyuyjyhu
pyKOBartbe MHUMAEHTMMA, MNAHOBE KOHTMHyMTeTa MocnoBakba, 6e3besHoOCT naHua
CHabaeBakba, EHKPUNLUMjY U KOHTPOAY NpucTyna. HaunoHanHu opranu u CERT-oBuM Takohe
penoBHO 06jaB/byjy cmepHuUue ¢OKycupaHe Ha paHcomBep, Koje ynyhyjy Ha cauyHe
NpeBeHTUBHE Mepe.

Y Penyb6aunum Cpbuju je y oktobpy 2025. roamHe ycBojeH HOBM 3aKOH 0 MHPOPMALIMOHO]
6e36e4HOCTM KOju n3mehy ocTanor LOHOCK HOBE KOHTPOIHE Mepe, npeasuha opmupatse
KaHuenapuje 3a nHdopmaumoHy 6e3beaHocT U aepuHnwe HoBe obaBese 3a onepaTope
MUKT cucrema og nocebHor 3Havaja. Ca gpyre CTpaHe, HEKM CEKTOPU NONYT GUHAHCKU]CKOT Cy
Beh opaBHO ypeheHuM nocebHMm nponucuma (HNp. Opgnyka HBC 0 MWHUMANHUM
CTaHZapAuMa 33 ynpas/batbe  MHOOPMALMOHO-KOMYHUKALMOHMM  CUCTEMMMA
GOUHAHCUjCKUX MHCTUTYLM]a) KOju NpaTe CBETCKe TpeHA0Be U HOBY perynatusy nonyT Digital
Operational Resilience Act (DORA).
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UaeHTudUKaumja - no3HaBaH€ CBOjUX CpeacTaBa, paHbUBOCTU U PU3UKA

®yHKUMja naeHTMdMKauMje yCMepeHa je Ha yCnocTaB/batbe BUA/bUBOCTM Hag, OKPYKEHEM
M Kpeuparbe CBECTM O CconcTBeHOM npoouny pusmka. KbyuyHe mepe y ¢asm
naeHtTnduKaumje pagm 3aWwTMTe 04 paHcomBepa obyxBaTajy:

MHBeHTap umoBuHe (xapaBep u copTaep)

OpprKkaBajTe axkypupaHm NONUC CBMX cMCTeMa, ypehaja 1 anamkaumja Ha Balwoj Mpexu. Taj
MHBeHTap Tpeba fJa cagpXKu AeTasbe nonyT Bep3uja codTBEpa M HMBOA 3aKpna.
CBeobyxBaTHO ynpaB/bakbe CPEACTBMMA NPeAcTaB/ba TeMesb, jep Bam omoryhasa ga 6p3o
YyTBPAWUTE KOjU cucTemu mory 6uTtn noroheHn HOBOM PaHCOMBEP MNPETHOM WAWU KOju
3axTeBajy XWTHO WHCTanMparbe 3akpna 36or ogpeheHe paruBoctu. NISTIR 8374
nybavKaumja Harnawaea Aa AeTa/baH XapABePCKM MHBEHTAP NMOMaXKe onopasak (3Hajyhu
WTa cBe Tpeba OOHOBUTM HAKOH Hanaga), a Aa COPTBEPCKM MHBEHTAPM MOMaXKy Aa ce
npeumnsnpa Koju CMCTeEMM MOTy MMaTU PakbUBOCT KOjy 61 paHCOMBEP MOrao 4a UCKOPUCTK.
Y npakcu, KOpUCTUTE anarte 3a ayTomaTcko npaheme ypehaja u animkaumja v Knacudukyjte
cucTeme nNpema KpUTUYHOCTM (Kako bucte moram npuopuTM3oBaT 3alITUTY M pe3epBHe
KOMuje 3a HajBarkKHWja cpeacTBsa).

NaeHTudUKauMja KPUTUUHUX NOJATaKa U HajBpeaHUjux cpeacrasa (,crown jewels”)

OapenuTe Koju cy nofaum, anauKauuje wm ycayre og, NpecygHor 3Hayaja 3a Bale
nocnoBake WaM 6u Bawoj opraHmM3aumju 6una HaHeTa Hajseha WTeTa ako 6K 6uUan meTa
paHcOMBep Hamaga WMAM nojauu npouypenn y jaBHocT. To mory 6utu 6ase nopartaka
KOPUCHWMKA, cMCTeMM 3a PpUMHAHCUjCKe TpaHCaKuuje, UHOYCTPUJCKM KOHTPOSIHU CUCTEMM
(ICS) nta. Kpenparem gujarpama TokoBa nogaTtaka u 3asmucHoctu (NIST ID.AM-3) moxkeTte
pasymeTu rae 6v Hanaz paHCOMBepa HaHeOo HajBuLLE LUTeTe NO Bally OpraHM3aLujy.

MpoueHa pusuka n nHpopmaumje o npetTHama

CnpoBoauTe pefoBHE NPOLLEHE PU3MKA KOje 0byxBaTajy CLLeHapUje paHCOMBEpP Hanaaa - Ha
npuMmep: Kakas 6um 6MO yTMUA] Aa je Hawa K/byyHa 6asa nopgataka WudpoBaHa M
HegocTynHa? [lpoueHute He camo nocneamue no UKT cucteme, Beh u yTuuaj Ha
KOHTUMHYUTET MocaoBakba. byante MHPOPMMCAHUM O aKTyeNHMM TaKTMKama paHCcomBep
rpyna Koje uusbajy Balll CEKTOp (13BewTaju o uHbopmaLmja o npeTbama (threat intelligence
reports) nnamn ISAC nnatdpopme 3a pasmeHy MHbOPMaLKja MOry OBO MPYXKUTK). 3a noTpebe
MUKT cuctema o nocebHor 3Havaja HaumoHanHu LEPT je ycnoctasuo MISP nnatdopmy 3a
pasmeHy uHbOpMauMja O MpeTHaMa, 33 KOjy MOXKEeTe 3aTPaXUTU MPUCTYN YKOJUKO
npunagate KaTteropuju UKT cuctema og nocebHor 3Havaja. MHoOrn paHcomBep Hanagu
KopucTe no3Hate cnabocTn (Hesakprn/beHe cepBepe, NorpewHe KoHourypaumje muta.), na
CnpoBOAMTE NPOAKTUBHE NPOBEPE PaHbUBOCTM KaKo bucrte naeHTMOUKOBAAN Te NponycTe.
PasmoTpuTte Kopuwhere anata Uam OKBMpPaA 3a CaMOMNpPoOLEHY CIPEMHOCTU Ha paHCOMBEP
- Ha npumep, opraHmnsumje CISA n MS-ISAC npy»Kajy anate 3a camonpoueHy, a NISTIR 8374
npodun Moxe ce KOPUCTUTU Aa U3MEepUTE Balle TPEHYTHO CTakbe Y OAHOCY Ha Ke/beHOo
UM/bHO cTakbe. YKonuko npunagate UKT cuctemmma of, nocebHor 3Hayaja MoKeTe
3aTpaxuTtn npuctyn Maatdopmm 3a npyxKame paHux ynosoperba HaunoHanHor LLEPT-a Ha
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KOjoj moKeTe npoHahu uHbopmauMje O MNOTEHUMjaIHUM ParbUBOCTMMA Y BaLlOj
NHPPACTPYKTypu (HanomeHa: MNnaTpopma je TPeHyTHO Y U3paam).

NaHay cHabgeBarba U Tpehe cTpaHe - ugeHTUPUKaLmja

NaoeHTUdMKyjeTe cBOje NoBe3aHOCTM ca Tpehnm cTpaHama - Koju fo6aB/bayun UM NapTHEPHU
MMajy MPUCTYN Balloj MPEXWU WA PYKYjy BalMM nojauuma. HepaBHW Hanagum npeko
codTBEPCKOr NaHUa CHabaeBakba (NOMNYT 3/I0HAMEPHUX aXKypuparba UAK eKcnaoaTauuje y
LWMPOKO KopuwheHnm copTBEPCKUM BUBNIMOTEKaMa) YKa3yjy Ha NnoTpeby opraHuMsauuja aa
BOAE €BUAEHUN)Y O KPUTUYHUM fobaB/bavymma M cepBUCUMMA. Y Taj MHBEHTApP YK/byuuTe
K/by4dHe Knayn cepsuce v SaaS (Software as a Service) annmkaumje. OBa naeHTMduKaumja
6uhe ocHoBa 3a KOHTPOY NpUcTyna Tpehux cTpaHa U UXOBOT HaZ30pa.

®asza udeHmuguKayuje NocTaB/ba OCHOBY: UAEHTUPUKOBANM CTE LUTA j& U3NOKEHO PUBUKY
n roe cy cnabe Tauke Koje Tpeba ojayat. HakoH oBor Kopaka, noTpebHo je cnpoBecTu
LUW/baHe KOHTPOJ/Ie 3alTuTe.

3aWwTUTa - C/10jEBUTU 3aLUTUTHU MEXaHM3MU 3a CrpeyaBare UHLUUAEHaTa

dyHKUMja 3awTKUTEe obyxBaTa LUMPOK OMNcer mepa Koje crnpevaBajy ga paHcomBsep yhe y
cMcTemM m npolwnpu ce. NasHe 061acTM OBOT CErMEHTa 3alUTUTE YK/byYyjy:

Be3beaHo ynpaB/batbe MAEHTUTETOM U NPUCTYNOM

KoHTpona npuctyna je og Hajsehe Ba*KHOCTM, jep paHcomBep 4ecTo 310ynotpebsbasa
cnabe KpegeHumjane wuan  npeobumHa osnawherba. YBeaute  MynTUPaKTOPCKY
ayteHTUdMKaumjy (MFA) 3a cBe KOPUCHUKE - HapounTo 3a gasbmHckun npuctyn (VPN, RDP,
Beb mejn, Knayg anavkaumje) 1 3a Hanore ca nosehaHum npusuaervjama. MpumeHa oBux
caBeTa NOMaXKe Aa Ce CMatbM PU3MK OZ YKPALEHMX IO3UHKM - YaK M aKo Hanagaym npubase
KpeaeHumjane, He mory ce npujasutn 6e3 apyror ¢dakropa. Mpumenute MFA rae rog je
M3BOA/bMBO. YMO3HajTe ce ca pasmumtum TunoBuma MFA M Kako u rae ce mory
npumeHuTn. MNMopes Tora, NPaKTUKYjTE HAYeNo Hajmarbux noTpebHux osnawhema (least
privilege) 3a KOPMCHMYKE N CEPBUCHE HA/IOFe: KOPUCHUUM Tpeba Aa MMajy MUHUMYM NpaBa
HEeONXo4HMX 3a pPafHO MeCcTo, a aAMWHUCTPATOpPCKe npuBunernje Tpeba cTporo
OrpaHMunTU. JedaH op Takohe OWUTHUX caBeTa je U Kopuwherwe cTaHAApAHUX (He-
aAMUHUCTPATOPCKMX) Hasora 3a CBAaKOAHEBHW pad, a ynotpedby agMMHUCTPATOPCKMX
Ha/siora camo Kaga je TO HeonxoA4Ho, y3 obaBe3Hy npumeHy MFA 3a Te Hanore. PefoBHO
peBMAnpajTe NPUBMUAEroBaHe HaNore U YKAOHUTE UK CYCTUTE HUMBO oBawhera OHMMA
KOjU HWUCY anconyTHO noTpebHu. MmnnemeHTaumja XxurmjeHe NO3UMHKM - KAo LWTO cy
C/NIOXKEHOCT, NMONIUTUKE POTMPAHbA IO3UHKM M NPAroBu 3a 3aK/byyaBakbe Hasora - Takohe je
BaXHa. Ha npumep, yBeauTe npmBpemeHa WAM TpajHa 3ak/byvyaBarba Hasora HaKOH
HEKOJIMKO Heycnennx MokKyllaja npujaBe, Kako bucte cnpeuynnn aytomatusoBaHe brute-
force Hanage. MHorn npoboju yK/byyyjy cuTyaunjy Aa Hanagaum ycnewHo norahajy mam
pa3bujajy cnabe no3nHKe; NONUTUKE 3aK/bydaBakba Hanora (y3 Hagsop Tmx gorahaja) mory
6UTM ounrnenaH 3HaK NOKyLaja KOMNPOMMUTOBAKA Hasora. PasamoTpuTe cneuyunjanmsosaHy
3alITUTY 33 HajoceT/bMBMje Hanore y BuAay pelwemra 3a Privileged Access Management
(PAM)  koja  3axTeBajy  ,sign-out/check-out”  npuctyn = aAMMHMUCTPATOPCKMM
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KpegeHumjanuma, Nnpumetrbyjy CHUMake cecuja U orpaHuyaBajy ynotpeby TakBUX Hanora
Ha ogpeheHe pagHe cTaHuue. Ha Kpajy, 06e3beanTe npaBUIHO YNpaB/bakbe KOPUCHUYKUM
cecvjama v KpeaeHumnjannma - oamax geaktusmpajte HekopuwheHe Hanore (HApPOYMTO OHe
HGUBLINX 3aMOC/NeHUX), 3axTeBajTe jeAUHCTBEHE KpeaeHUMjane 33 afMUHUCTPATOPCKE
aKTMBHOCTU (6€3 Aesberba Haora) U yseauTe 3alWITUTE NPOTUB Hanaga Tmna pass-the-hash
n Kpahe cecnja (HNp. omoryhute 3awTnTy LSASS npoueca Ha Windows-y ga oHemoryhute
eKCTpakumjy xewesa). Cmarberbem 6poja  [OCTYMHMX NPUBUAETOBAHUX Hanora MU
ocurypaBakbem npoueaype npujas/bMBarba 3HAYAjHO CMakbyjeTe LaHCe [a aKTepwu
paHCOMBep HanaAa ocTBape NPUCTYN UAW eCKaNnpajy NnpuBUAErnje y Balem cuctemy.

CermeHTauuja mpexe u Zero Trust apxuTeKkTypa

Nmajyhn y Buay YntbeHULy Aa ce paHCOMBEP YHyTap mpexa OOUYHO WKnpK faTepanHo,
Tpaxkehu file cepBepe, pesepBHe KoNuWje M KOHTPO/iepe AOMEHA, MPaBUIHA APXMUTEKTYPA
MpEXKE MOXKEe OrpaHMuYUTM OBO LWMperbe. CermeHTMpajTe CBOje MpeKe y 30He (npema
NOCNOBHOj GYHKLMjU MM OCET/BMBOCTU) U OFPaHMUNTE HENOTPEDOHY KOMYHMKauujy nsmehy
tUX. Ha npumep, KOpUCHMYKe KopnopaTuBHe mpexke Tpeba oaBojutm opn data-ueHTtap
mpexa; OT/SCADA mperke y NpoAyKLMjCKOM cerMmeHTy Tpebano 61 ga 6yay nsonosaHe of,
IT mMpe)ka y3 cTpore KOHTpone MpUCTyna; Pa3BOjHA/TECT OKpyMera M30/10BaHa Of,
npoaykuuje, utg. Kopuctute nHtepHe filewall ypehaje nnm VLAN ¢yHKUMOHANHOCTK Aa
crnpoBefeTe cermeHTaumjy - 403B0INTE camo caobpahaj Koju je Hy»KaH 3a nocnoBame. Y
NPaKCU, TO MOXKE 3HAYUTU MPUMEHY CTeMNeHacTe apXMTEKType Yy KOjoj KOMMNPOMUTOBaHaA
pafHa CTaHWLUA 3anoc/ieHor nytem OUWMHE HamaZa He MOXKe AMPEKTHO Aa NpUCTynu
KPUTUYHUM CepBepuma a Aa NpuMTom He npohe Kpo3 goaatHe 6e3begHOCHE KOHTpone.
MpenopykKa je gocnegHa npMmeHa Hayena Zero Trust WMPOM MHTEPHUX cucTema (HMKaaa
He NpeTnocTaB/baTu Aa je UHTEPHWM caobpahaj noysgaH) M cermeHTaumjy YHYTpaLHUX
mpexa ,rae rog je moryhe” paan cnpeyaBarba WwWnpera mansepa. Zero Trust apxmuTekTypa
nogu)ke necteuuy y Uuumby 6e3begHocT cuctema, 3axteBajyhn  KOHTUHyMpaHy
ayTeHTUOMKaumjy n aytopusauumjy 3a O6MN0 KaAKBO NaTepasiHO KpeTare Yy MpPEexMu.
MmnnemeHTaumja Zero Trust-a je npouec Koju ce ogBuja y dasama, ann 3anodntbarbe ca
MepamMa Kao LWITO CYy MUKpOCermeHTalnja mpexe, COPTBEPCKN AePUHUCAHN NEPUMETPU U
CTpore NOAUTUKE MPUCTYNa 3aCHOBaHE Ha WUAEHTUTETY y BeNuKoj mepu he orpaHnumnTm
cnobosly KpeTakba Hamagaya y ciyyajy npogopa y Baw cuctem. Kao aeo cermeHTaumje,
y4nHuTe 6e36eaHMM cepBUC 33 Aa/bUHCKO aAMUHUCTPUpPakbe Kao WTo je Remote Desktop
Protocol (RDP) - nowTo je RDP yecT anar 3a natepasHo KpPeTakbe U YECTO NMOYETHU BEKTOP
KOMMPOMUTOBAbA, OrpaHMUUTE HeroBy ynotpedby. AKo je moryhe, oHemoryhute RDP Ha
pagHUM CTaHWLAMA U CEepBEpPMMA Ha KOjUMa HMje HeonxodaH unan Gapem ocurypajte aa
RDP nopToBUM HMUCY OTBOPEHM NpemMa MHTEPHETY. YKonKo ce RDP mopa KOpUCTUTU MHTEPHO
nnn npeko VPN-a, 3axTeBajTe jaKy ayTeHTUDMKAUMjy Ha HeMy M MOMHO ra HagsupuTe.
TaKkohe je npenopyka Aa peaoBHO CNPoOBOAUTE PEBU3MjY CBMX CUCTEMA KOju Kopucte RDP
M Ha OCHOBY pe3ynTaTa obaB/baTe 3aTBapate HekopuwheHnx RDP nopTtoBa, 3axTeBare
MFA v noroBame npuctyna 3a RDP, Kao n orpaHuyaBatrbe 6poja nokywaja npujase. CiMYHO
TOMe, axypupajte n obesbegute VPN-oBe 1 apyre yaa/beHe NPUCTYNHE TAUKe - APXKUTE UX
AXKYPHUM Kako bucte nsbernn nosHaTe meToze Hanaza v pasmoTpuTe yBohere KOHTpoie
MPEXKHOT NPUCTyna Kako bucte ocurypanu aa ce Ha saw UKT cuctem mory nosesaTtv camo
nposepeHu ypehaju.
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Be3bepHo KOHPUrypucarwe cMcTema U KOHTPOA aninKaumja

Hapounto 6MTaH 3aWTUTHM cnoj nogpasymeBa besbeaHy KoHourypaumjy (hardening)
BaWMX cucTema M ypehaja Kako BUCTE CMarbWMAW LAHCe Aa Ce PaHCOMBEP M3BPLUM UMW
npowupu. Unb je obesbeanTtn ga cy cBu Kpajibn ypehaju (cepsepu, pagHe cTaHUUE) U
MpexHn ypehaju KoHpurypucaHm 6e3beaHo, y cknagy ca pedpepeHTHMM CTaHaAapAMMa U
Hajbo/bOM npakcom. PenoBHO arkypupajTe Balle CUCTEME KakKo 6ucrte OTKAOHMAM
pabnBOCTM (OBO je jefaH 04 enemMeHTapHMUX 3axXTeBa, 360r YUNbeHULEe Aa Cy He3aKpn/beHu
cucTemum Hajuewhe npBa meTa paHcomBepa). [ajTe NpUopuUTeT KPUTUYHMM 3aKprnama 3a
onepatuBHe cucteme, VPN ypehaje, 6a3e nogartaka, Kao 1 3a 6uno Koju codteep U3NoXKeH
WMHTepHeTy. MHOrM paHcoMBep Hanagu WMCKOPUCTUAWM cy No3HaTe, He3dakprnsbeHe CVE
parbMBOCTM - 61aroBpeMeHOo axKypupare HapounTO cepBepa M anMKaLmja OKPEHYTUX Ka
WMHTEPHETY je 04, CYLUTUHCKOT 3Ha4aja. PaamoTpuTe omoryhaBatbe ayTOMATCKOr aXkypupatba
33 nporpame Ha KOPUCHMYKMM ypehajuma rge rog je TO M3BOA/bMBO WU KOPUCTUTE
LEHTPAZIN30BaH CUCTEM 3a YNpPaB/bakbe aXKypuparbem Kako bucrte npatmam u cnpoBoanam
akypupara. [opepg axypuparba, npumeHute 6e3benHe KoHdurypauuje cuctema
(hardening): oHemoryhuTte HenoTpebHe cepsuce u noptose (HNP. ako SMB nan RDP Hucy
noTpebHM Ha HeKom ypehajy, UCK/byuuTe UX AU BNOKMPAjTE), YKNOHUTE NOoApa3yMeBaHe
Hajsore WAW noApasyMeBaHe J03MHKE, U ocurypajte 6e3beaHe KoHourypauuje 3a
KOHTpO/lepe AOMeHa, BUpTyennsaumoHe xoctose, uta. Kopuctute firewall Ha xocTtoBuma
[a orpaHn4mUTe A0NA3HM NPUCTYN cCBaKoM ypehajy camo Ha OHO WTO je HEONXOAHO.

JenHa opf HajedumKacHUjux mepa be3beaHoOr KoHoUrypucarba jecte 403B0Ja U3BPLLABAHA
camo oaobpeHunx anamkauuja (whitelisting). NMpenopykKa je KOHGUrypurcakbe cuMctema Tako
Aa Mmory aa ce nokpehy camo yHanpeg, ogobpeHe ananKkaumje y3 afeKBaTHO o4 prKaBarbe
nvcTte go3BosbeHor copteepa. OBO MOXKe CNpeynTy NoKpeTarbe Heno3HaTUx paHcoMBep
M3BPWHMUX dajnoBa mam ckpuntu yonwTte. UmnnemeHTtaumja whitelisting-a moxke 6uTH
N3a30B Yy ANHAMUYHUM OKPYKEHMMA, a/IN NMoYeTaK Ha KPUTUYHUM CeEPBEPMMA UM PASHUM
CTaHMUama (rae cy ancte anavkaumja npegedurHUcaHe) MoXKe AOHETU BEIMKE KOPUCTU NOo
6e36eaHOCT cuctema. Yak U y KOPUCHUYKMM OKpYKerKuma, TexHonoruje nonyt Microsoft
AppLocker-a nan Windows Defender Application Control (WDAC), nnv HesaBUCHa peluema
3a bese sucme, MOry CrnpeynuTU HeayToOpM30BaHe W3BPLUHE [OATOTEKe, MaKpoe WK
6ubnnoteke aa ce nokpeHy. KoHTpona ypehaja 3a 610KkMparbe Heno3sHatux USB anckoBsa
WM OrpaHMYaBakbe M3BPLUABatba M3 ANPEKTOPUjYMA Y KOje KOPUCHULLM MOry nucaTtu (nonyT
temp donpepa) Kopuwherem Software Restriction Policies (SRP) je jow jeaHa mokasaHo
eduKacHa TexHuka (HaumonanHu LEPT Cpbuje cneumduyHo caseTtyje ynotpeby SRP-a aa
ce cnpeyn M3BplUaBare paHCoOMBepa M3 yobuuyajeHux dongepa nonyT NPUBPEMEHUX
aAnpekTopujyma n AppData).

Obe3behere KOHOUIypaLmje NOCNOBHUX anMKaLumMja Takohe je BaXKHO - Ha Npumep, ako
KopuctuTe Microsoft Office, nogecute noctaBke aa ce makpou nogpasymesaHo oHemoryhe
(jep mHOrM paHcomBep Hanagum v gasbe nouunkby 3noynotpedbom Office makpoa). leHepanHa
NPenopyKa je UCK/byunBare UM NpeumnsHo orpaHmMyaBake Office makpoa 3a KOpUCHMKe
y3 Kopuwheme , protected view” pexknma 3a cBe AOKYMEHTE npey3eTe U3 nmejioBa. AKo
CY MaKpOM HEOMXOAHW Yy BalleM MOCN0Baky, PA3MUCANTE O 3aXTEBY AUIUTANHOT
noTnncMBama Koga uan cneumdpuyHum nauctama ogobpeHux aytopa makpoa. Takohe,
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6e3beaHo KoHOUrypulnTe Beb npernegaye (oHemoryhute HenoTpebHe AoAaTKE Y OKBUPY
tbMxoBe KoHodurypaumje) n obesbeaute ga PDF umTaum u gpyrm yobuyajeHu anatm byay
AXKYPHM KaKO BUCTE CMatbUAM PU3MK 04 eKcnioaTaumje.

JocnepHa 6e3benHa KOHPUrypaumja nomaxke CMmarbery pU3nKa M ymamyje moryhHocTm
eKcnsioataumje BawWMxX cucTema 3a Hanagade. CBakM CEPBUC KOjU WUCK/bYYUTE, CBaKM
HenoTpebaH aAMWHUCTPATOPCKM MNPUCTYN KOjU YKUHETe, CBakM codTBep Koju
OEeNHCTannpare - CMamyje LWaHce Aa ce paHCOMBEpP Hanag, peannsyje Uam eckanmpa ceoj

yTUuaj.

be3bepHocHa pewera 3a pagHe CTaHuUue U CUcTeme 3a €/1IeKTPOHCKY nowTy

Kao pogaTHM 3aWTUTHM CN0j, NpUMeHUTe codTBEpP 3a [AeTeKuujy W3BpLUaBakba
Ma/ZIMLMO3HOr KOAA Kao 3alUTUTY Ha CBUMM padvyHapuma y cuctemy. CaBpemeHu anatu 3a
netekuujy m oarosop Ha Hanage (EDR) may gasme oa TpaguMuUMOHa/HOT aHTUBUPYCA,
Kopuctehn OGuxejBMOpPanHy aHaNM3y 3a XBaTatbe CYMHMBMX aKTUBHOCTU (Kao WTO cy
MACOBHO eKpunoBarbe aj/ioBa, Kpempare PaHCOMBEP OTKYMHUX MOPYKa, 3ayCTaB/batbe
cepBsuca pesepBHUX Konuja uta.). 06esbeante aa cy aHTMBMpyc/EDR MHCTanMpaHn Ha CBUM
cepBepuma U pagHMM CTaHULama M O3 ce pPefoBHO aXkypupajy ca HajHOBUjUM
curHatypama. lpenopyka je Kopuwhere codpTBepa 3a AeTeKUMjy ManBepa Yy CBAKOM
TPEHYTKY, Y3 NoAellaBakbe ayTOMATCKOT CKeHMpPaka CBMX A0/1a3HuX ¢pajaosa (Kao WTo cy
npunosn mmejnosa n USB auckosu). KoHourypmwmnte csoj besbegHocHn codTBep Aa
6nokMpa mamM Hap ynosopu NpM MNOKpeTakby HenosHaTux nporpama. Mckopuctute
HanpeaHe ¢yHKUMje NONYyT peXKMma 3alTUTe 04, PaHCOMBEpPA MM AeTeKumje HanpeaHux
npeTkKn ako cy AocTtynHe (Heku AV/EDR pobas/baun Mmajy cneunduyHe Xeypuctuke
NPOTMB paHCOMBeEpa).

be3beaHOCT eNeKTPOHCKe NowTe NoAjeHaKo je BUTHA: UMNAEMEHTUPAjTE 3aWITUTY MEjN
cepsBepa Koja obyxsata ¢unTpuparbe cnama, AeTekuunjy GUWKUHT NOpyKa M CKeHupake
npuaora U AMHKoBa. MHorn GUIWMHI MMejnoBM Mory BUTU GUATPUPaAHM MpPe Hero WwTo
CTUrHY A0 KopucHuKa. Kopuctute sandbox 3a aHanu3y npuaora Kako bucre getektosanm
Aa NV NPUNO3N UAWM IMHKOBM KOjU Ce Hanase y OKBMPY Mejna MoKasyjy MoHalambe
paHCOMBepa Kaja ce OTBOPEe y BMPTYE/IHOM OKpy»Kery. Kao wWTo je paHuje nomeHyTo,
NPUMEHUTE NPOTOKO/E 33 ayTeHTUDUKALN]y eneKkTpoHcKe nowTe (SPF, DKIM, DMARC) Kako
6ucte cnpeunnm spoofing - DMARC je nocebHO UCTaKHYT Kao npumapHa oabpaHa npoTms
paHCOMBepa, jep CrpeyYyasBa Aa NIaXKHW MMEejI0BM KOju U3rneaajy Kao Aa cy og, noysgaHux
nowwns/banaua yonwTe CTUTHY A0 KOPWUCHWMKA. KombuHaumjom duntpupara cnama ca
ayTeHTUOMKaALMjOM eNneKTPOHCKe MOoLTe 3HAYajHO CMakbyjeTe WaHcy Aa GULIMHT NopyKe
CTUTHY 0,0 KpajtMX KOPUCHMKA.

JegHa of, OCHOBHUMX KOHTPOAA Y AaHallkbe BpemMe je U Mepa KoHTpose Beb caobpahaja: 3a
oBe notpebe kopuctute DNS duntpupare n gpyra nogelwasara firewall ypehaja aa
6noKMpaTe NpPUCTyn MNO3HATUM 3/I0HAMEPHUM AOMEHMMA WAN QULLIMHT CTPaHWLAMA.
MHore paHcomBep MHOEKUMje U Aasbe ce oCNnakbajy Ha KOMYHMKaLWjy ca KOMaHAOHO-
KOHTpoNHUM cepBepuma (C2C) nnm npeysmmame payload-a ca oapehennx URL-oBa -
6/10KMparbe NO3HATUX NIOWMX AOMEHA (HNP. NyTEM aXKypHUX MHPOPMaLMja O aKTYESTHUM
cajbep npetwama unn Kopuwherwem ycnyra DNS dunTpuparba) MoXKe NPeBeHTUBHO
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cnpeuntn Hanage. CaBeT y OBOM CAydyajy je u H6noKkumpare opnasHor caobpahaja Ka
NO3HaTMM 3/10HaMepHUM IP-agpecama 1 JoOMeHUMa Y CKNony MpexkHe ogbpaHe. 3a Kpajrbe
KOPUCHMKE, pasmoTpuTe onumjy goaasara 6e3benHOCHMX AoAaTaKka y npernegade wau
NPUMeHyY APYrux pellerba Koja cnpeyasajy npuUcTyn HOBOPErMCTPOBAHUM AOMEHMMA UK
yno3opaBajy KOPUCHUKE Ha NoTeHUMjanHe GULLNHT cajToBe.

CUrypHoCHe npaKce 3a e/IeKTPOHCKY NOLITY U KOPUCHUYKE Hanore

Jow jegHa 6uWTHa npeBeHTMBHA Mepa je crnpoBohere NOAUTMKA 3a Kopuwhere
€/1eKTPOHCKe MolTe KOoje CMakrbyjy PM3MYHO MOHallake KOpWUCHMKA. Ha npumep,
AyTOMATCKU YKNOHUTE unu aeaktusmupajte Office makpoe u HTML cagprkaj M3 AonasHux
nmejnosa Kag rog, je To moryhe. MoctasuTe ynosopasajyhe 6aHepe 3a MMejoBe KOju CTUXKY
CMNoJba Kako bucte noaceTunn KOpUCHUKe Aa byay onpesHn (HapouYnTO ako UMejn n3rneaa
Kao Aa 0071331 04, MO3HATOr KOHTAKTa, a y CTBApM je MOocaaT ca CNoJbHe agpece - TO MOXKe
CMarUTU PU3MKe 0 NOKYLUAja Na*KHOT NpeacTaB/batkba). Takohe, eAyKyjTe KOPUCHUKe Aa
He KopucTe cnyxbeHe umejn agpece 3a IMYHE HANOTe M NpUjaBe, Kako bucte cmarbnam
pusnk og credential stuffing Hamaga (jep KomnpomuTaumja AUYHKUX HaNoOra MoOXKe
HanagauyMma OTKPUTU HUXOBY NI03MHKY KOjy Takohe KopucTe Ha cay»KbeHom Hanory).

[eTteKuuja - paHO OTKpuBakwe U npaherwe aHomanmja

MowTto HWjegHa opbpaHa Huje 100% HenpobojHa, opraHW3auuje Mopajy yCrocTaBUTU
cMcTeMe geTekumje Kako 61 y WTo paHujoj ¢dasu Hanaga youusie 3HaKoBe MajiMLMO3HOT
codTBEPA UM AKTUBHOCTU KOje My NpeTxode. JeaaH o nNpuMMapHUX Un/beBa oabpaHe je
NOEHTUPMKOBATM 3HAKOBE KOMMPOMMUTOBaHA (MHAMKaTOpe Komnpomuca - loCs, nam
CYMHUBO NOHalakbe) Npe UAM TayHo Yy TPEHYTKY KaZa HanaZauu NokKylwajy Aa akTuBupajy
paHcoMBep, TaKo Aa oabpambeHe aKTMBHOCTM Oyay WTO epUKACHUje U ca NPUMAPHUM
LM/beM cripeyaBama wupe nHdekumje. KT cuctemu o nocebHoOr 3HaYaja Mory 3aTparKUTu
npuctyn naathopmm 3a gesberbe MHGopMaumja o npeThama HaumoHanHor LLEPT-a rae ce
MOry npoHahM MHAMKATOPM KOMMNPOMMUTOBAHb@ aKTye/IHMX Hamada Koju ce aewasajy y
cBeTy (HanomeHa: nnatdopma je y TPeHyTKy Nucarba OBOr AOKYMEHTa jow YyBeK Yy
npunpemm).

LleHTpanusosaHo norosare u SIEM

Ocurypajte ga ce NOroBM M3 YMTABOI OKPY)Kerba (N0roBu ca pafHUX CTaHuLa, cepBepa,
Active Directory-a, firewall-a, VPN-a uTA.) npuKyn/bajy M arpervpajy y cuctem 3a
ynpas/batbe 6e3begHocHMM WHbopMauujama wu  pgorahajuma (SIEM) wam  camyny
nnatdopmy 3a norosarbe. Hanagaum Koju n3Boae paHCOMBEP YECTO OCTaB/bajy Tparose -
Ha npumep, 6pojHM Heycnenn nokywaju npujase (brute-force), Kpeupare HOBUX
aAMUHUCTPATUBHUX Hanora, HeyobuyajeHM Mpouecu Koju ce nokpehy Ha XocToBUMa,
ynoTtpeba cneuujannsoBaHux anata nonyt Mimikatz-a, wnm HeouyekmBaHu obpacum
npuctyna gesbeHnm dongepuma. LeHTpannM3oBaHMM NPUKYN/bakbeM JIOrOBa MOXKETE
M3BPLUNTU KOpenaunjy gorahaja u nogecmuTy ayTomaTcKa yno3opeta 3a CyMibnae obpacue.
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Mpumep ose KoHTpone je Haarneparwe Windows Event norosa 3a pgorahaje nonyt
yCrewHnx npujasa Ha cMctem ca HeobunyHmx n3BopHux IP agpeca nnm y uyaHo goba gaxa,
HeyCnewHUX MpujaBa LWTO MOXKe YKasmBaTuM Ha brute-force nokywaje, poaasatrba
KOPUCHWUKA Y aMUHUCTPATOPCKY rPyny UAM MacoBHe uameHe ¢dajnosa. Takohe, caBerT je
[ia NpaTuTe aHTUBUPYCHe norose (ako AV aeTekTyje u 610KMpPa ManBep, UCTPAXKUTE Y LWITO
paHujoj ¢asm - Kako bucTe [eTeKToBa/NM Hamag Yy MNOYeTHOM cTaaujymy). MHore
opraHu3aumje He ycnesajy ga 6n1aroBpeMeHO OTKPWjy ynag y cucTem jep HuUcy eduKacHo
aHanusupane csoje noroge. K/bydyHa npenopyka y CKAOMNy oBe KOHTpoJie je Kopuwhere
noteHumjana n moryhHoctn SIEM ypehaja 3a aHanm3y u getekumjy cayyajesa cneumdpuyHmx
3a TaKkTMKe paHcomBep Hanaga (TTPs - tactics, techniques, procedures). Heku jaBHO
AOCTYNHKU pecypcum (nonyT Sigma npasuna nam metogosorvja y cknagy ca MITRE ATT&CK
AedvHnumMjama) mory nomohu y Kpeupary npaBuna getekuunje 3a NosHaTe paHCOMBEp
Hanage.

Hap3op EDR anata

Ako kopuctute EDR mnm areHTe 3a npahere pagHuX CTaHULA M cepBepa, UCKOPUCTUTE
tbxoBe MoryhHocTM ynosopaBarba M Tparatba 3a npettbama (,threat hunting”). EDR
pellera YecTo AETeKTYjy CyMHUBE HM30BE aKTUBHOCTU (NONYT NOKpeTakba npoleca Koju
6puie Volume Shadow Copies - WITO je jeAaH y HU3Y OYEKMBAHUX KOPaKa TOKOM PaHCOMBEP
Hanaga). Caset je ga nogecute Baw EDR ga anapmupa Ha pagre Kao LWTO CY U3BPLLEH:E
KomaHau vssadmin delete shadows, wbadmin delete backup wnnam bcededit (uecto
KopuwheHux 3a oHemoryhasakse onumja onopaBKa) - TO Cy LiPBEHE 3acTaBuULE Koje yKasyjy
Ha NOKyllaj paHcomBep Hanaga. Takohe, kopuctute EDR 3a npahewe T138B. , living-off-the-
land“ 6uHapHux anata (LOLBins). Ha npumep, ako ce powershell.exe nam wmic.exe kopucre
3a npey3umarbe ¢ajnoBa UAM Koauparbe KomaHau, unm ako rundll32.exe nokpehe
HeobuyHe cCKpunTe - NOAUrHUTE y36yHy. KOHTUHYMpPAHO a*KypupajTe NIOrUKy AeTekumje
KaKo ce OTKpMBajy HOBE TEXHMKE paHCOMBEpP Hanaga (HNp. HEKM paHCOMBepw NoKpehy
Windows y Safe Mode ga 61 3a06uwnn 6e3begHocHe anaTe - TO MOXKe ocTaBuTu Tpary EDR
NloroBMma y Buagy ogpeheHunx nuameHa perucrpa u pectaptoBakba CMCTEMA).

[etekumnja aHomanmja y mpexkKHom caobpahajy

PasmectuTe cucteme 3a getekuujy ynaga (IDS) nnm npeseHumjy ynaaa (IPS) Ha K/bydyHUM
Taykama mpeXKe Kako bucte AeTeKToBa/IM MO3HATM 3/I0HAaMepHU caobpahaj. Ha npumep,
aKO MHTEPHM XOCT OA4jeflHOM MOYHEe Aa Ce NoBe3yje Ha NO3HaTU PaHCOMBEP KOMaHAHO-
KOHTpOHKU cepsep nan TOR Hog (na Dark Web-y), IDS ca axkypupaHum nHbopmauujama o
npetkama (dmaosmma) morao 61 To Npeno3HaTM Kao Nno4veTak Hanaga v noguhu anapm
(nnn yak 6nokMpaTh ako je IPS y nutamy). MomHO npaTtuTe ognasHM caobpahaj - MHoOrK
paHcomBepwu he NOKyLlATM A3 KOMYHULUMPAjy Ca CMO/bHUM CEPBEPOM (paau npeysnmarba
K/by4yeBa 3a WndpoBare NN n3Bnayvera nogartaka). HeyobuyajeHe npomeHe y ognasHom
caobpahajy nnmn Bese Ka HeyobuuajeHUm 3em/bama/gomeHnma Tpeba uctpaxutu. Mopeg,
TOra, Haa30p YHyTpawer caobpahaja moxke nomohu; Ha Nnpumep, Kopuwhere anata Koju
ycrnoctaB/ba 06asHy /NMHW)Yy HOpManHe KOMyHMKauuje uamehy cepBepa M 03HayaBa
OACTyNnara MOr/I0 61 OTKPUTM PAHCOMBEP KOjU CKeHMpa Mpexy uamn npebauyje noaaTke
Ha HeKn Heo4yeKmnsaHu xocT. Kopuwwhere ,honey pot” pecypca Takohe je BanaHa TeEXHUKA
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AeTeKumje: HMp. HanpaBuUTe NIAXKHWU Ae/beHU AUCK UAn Mamal-dajn (HasBaH Ha npumep
,OUHAHCUjCKM_M3BOAN.XISX” MAM CAMYHO) M NpaTUTe Aa M MYy MKO NPUCTYNa — MNOLITO
NErMTUMHMN KOPUCHULN TO He 61 paamam, Takas npuctyn 6u morao ykasmeatu ga mansep
npeTpaxyje MpexHe AMCKOBe y NoTpa3m 3a gpajaosmuma 3a Wnopposatrse.

Mpaherwe nHterputeta pajnosa n noHawamwa cuctema

MmnnemeHTupajte npahewe wuHTerputeta dajnosa (File Integrity Monitoring) Ha
KPUTUYHUM  OUpeKTopujyMMMa (NMocebHO OHMMa Koju 4yBajy BaxKHe noaaTke wau
KOHpUrypaumje). AKo ce Benmku 6poj dajnoBa NPOMeHU y KpaTKOM POKy (HNp. HUXOB
caapKaj ce 3aMeHU U eBEHTYa/IHO eKCTEH3Mja NPOMEHMU - WITO je obenexje wWndposakba),
TO je 3HaK 3a y306yHy. Y MHOrMM Cny4ajeBMMA KOPUCHULM Cy ycrnenun aa yode paHe ¢dase
WwndpoBarba NPUMETUBLUMN M3HEHAAHY MojaBy npemmeHoBarba ¢dajnosa. Mako je y Tom
TPeHyTKy paHcomBep Beh 3anoyeo akTUBHOCT, AeTeKuMja Ha NOYETKY UuKayca Wwudposatba
(moxkpga n camo Ha jeaHom file-cepsepy) morna 6u omoryhutu 6p3 oagrosop (monyt
M30M1aumje Tor XOCTa Ca MPEXKe) Npe HEero LWTO ce NPoWmMpK Ha apyre. MogepHU ceH3opu
3aCHOBaHW HA aHanM3M obpacua NoHalwara MOry ayTOMATCKM 3ayCTaBUTU Npouece Uan
»3aMP3HYTU” CUCTEM Kaja WMX AETEKTyjy - PasMUCIUTE O HUXOBOj MMMIEMEHTALN|U
noce6bHo 3a Bawe d¢ajn-cepsepe.

Threat hunting un py4Hu npernea aHomanuja

He ocnarbajTe ce MCK/bYYMBO Ha ayTOMATCKe aflapMe - YK/by4YnTe NPOAKTUBHO ,10B/bEHE
npeTKU” y Balle peaoBHE aKTUBHOCTU. TO y NPaKCK 3HaA4YM NEepUoOANYHO NpeTpakKuBake
CUCTEMA M NOroBa y NOTpasu 3a 3HaLMMa NPUCYCTBA Hamagayva Koju MOXKAa A0 cada HUcy
M3a3BanM ayTomaTCKa ynosopera. Ha npumep, TpaxuTe npouece Koju obUYHO HUcy
aKTUBHM UAKN ce nokpehy M3 HeObMYHUX AMPEKTOPUjyMa, TparajTe 3a HeNpPaBUAHOCTMUMA
NMonyT KOPUCHUYKOI Ha/iora KOju Ce I0roBao Ha BMLIEe MallMHA KOjuMa HMKaAa npe Huje
NPUCTYNao, WM 3a MPUCYCTBOM MO3HATUX 3/0HamepHUX anata (nonyt Cobalt Strike
,beacon” uam anata 3a OTKpuBarbe NO3MHKM) Ha cuctemmma. ObyunTe aHanuUTUYape o
yobuyajeHnm TexHuKama paHcomBep Hanaga (MITRE ATT&CK okBup moxke nomohu, HMp.
KaKko rpyne oHemoryhaBajy 6e36eaHO norosame, Koje ¢ajnose/ckpmnte Kopucte). HYak u
NPOCTO Npernefare Ko je y aaMUHUCTPATOPCKMM rpynama Uaun a v Cy MHCTaIMpaHu HOBU
CEePBUCK Ha BALLUMM padvyyHapuma MOXKe OTKPUTM Aa Au je Hanagad Kpeupao ,backdoor”
npuctyn. Umajyhu y Buay Aa MHOrM paHCOMBEP Hanaam yKkbydyjy ,,dwell time” (Hanagaun
MOTYy MPOBECTU [AaHE WUAM HeAe/be Y MPEXW Npe NaHCcMpaka paHcomBepa), ebrKacHo
NIOB/bEHE NPETHUN MOXKE UX AETEKTOBATU M EIMMUCATU TOKOM TOT Nepuoaa.

Mpujase KopucHUKa u ,canary” ¢pajnosu

MoacTnumTe KynTypy Y KOjoj 3anocneHn ogmax npujaB/byjy CYMiMBE MOjaBe - HMAP. aKo
pagHa CTaHMUA W3HEHaAa NagHe M MNOKarKe 4ygHy MOpyKy, uan $ajnoBu NOCTaHy
HeaOoCTYNHKU, KopUcHUUM Tpeba Aa 3Hajy Aa oaMax anapmupajy cayxby 3aayKeHy 3a
MHbopmaumoHy 6e3begHocT. PaHe npujaBe of cTpaHe KOPUCHMKA NOHEeKas cy NpBu Tpar
paHCOMBEpP Hanmaga Yy TOKy (HNp. HEKO BMAW MOPYKY ,Bawu ¢pajnosu cy wndpoBaHU” Koja
ce nojasuna). Takohe moxKeTe KOpUCTUTK ,MmamMaL” dajnose (PpajnoBe Kojuma HUKO He Bu
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NErMTUMHO NPUCTYNAO0) y3 anapme, Kao LWTO je Beh NOMEHYTO, UM NaXKHe Hanore Ynja 6u
ynotpeba oamax ykasana Ha KOMNPOMUTOBAkbE.

CymupaHo, ¢yHKumja [eTekumje oaHOCM ce Ha 6p3y wMaeHTUPUKauMjy MHUMAEHTA.
HaumoHanHn CERT-oBM Takohe no3mBajy opraHuMsaunje ga npaTte CBoje /Iorose u nogece
anapme 3a notpebe getekumje ynaga. bpsa getekuuja Hanaga omoryhasa 6p3y peakuujy
M OAroBOP Ha MHUMAEHT WTO npeactass/ba cnegehu cnoj ogbpaHe Koju obpahyjemo vy
HaCTaBKy OBOT AOKYMEHTa.

Oarosop - NaH 3a MHUMAEHTE U cy3bujarbe Hanaga

Kaga je paHcomBep MHUMAEHT (MAM MOKYLWAj UHUMAEHTA) AETEKTOBaH, Of, NpecyaHe je
BAXKHOCTU NocefoBaTV L406PO OCMULL/BEH M yBeXOaH NAaH 04roBOPa HAa MHUMAEHTE KaKo
6u ce npeTwa oby3gana M cmarbunaa wreta. PyHKumnja 00zoeop (Respond) obyxsaTa
npunpemy npolenypa 3a 04roBop Ha UHUMAEHTE U CNOCOBHOCT epuKacHe KoopamHaumje
M KOMYHMKaLMje TOKOM Camor MHUMAEHTA. K/byuHe npenopyke cy:

Ycnocrasurte nnaH oAarosopa Ha UHUMAEHTe CI'IELIMd)M‘-IaH 3a paHcomBep

Mako je cBeobyxBaTaH NJiaH oAroBopa Ha cajoep WMHUMAEHTE HeonxoAaH, PaHCOMBep
AOHOCKU jeaMHCTBEHE M3a30Be (HNp. noTpeba 3a 6HpP3om M30NaUMjOM CUCTEMA, OAJ/lyKe O
nnaharby OTKYMHUMHE WAM  He, YK/byumBatbe MOAULMje, PYKOBaAHE LypEHEM
noaaTaka/usHyaama). OpraHusauuje Tpeba wuam aa umajy nocebaH ,playbook” 3a
paHcomBep, UaM Aa obesbene aa nocrtojehm nnaH 3a 04roBop Ha MHUWMAEHT AeTas/bHO
NOKpMBa paHcoMBep cueHapuje. MnaH Tpeba ga aePpuHmLe ynore n 04roBOPHOCTH - KO je
MeHalep MHUMAEHTa, Ko obaBelwTaBa PYKOBOACTBO, KO KOHTaKTMpa OpraHe pega wau
ocurypaBsajyhy Kyhy, npaBHU TUM UTA,. - Kao K oBnawhera 3a OHOLWEHE K/bYYHUX OA/1yKa
(HNp. Aa M1 pasamatpaT Nhahakbe OTKYMHUHE Y KPajHO0j HYXKAM, WTO je oA/1yKa Koja 0buYHO
YK/byuyje HajBuLle pykoBoacTBO U npasHU Tum). NIST npenopyyyje nocesoBare naaHa 3a
OonopaBak oA MHUMAEHTA ca AePUHUCAHUM yaorama M CTpaTerMjama AoHOWeHa 04YKa,
NoTeHUMjaIHO Kao AEe0 LWMPEr NMJlaHa KOHTUHYUTETA NOC/0Bama. Y naaHy naeHTuduKyjte
Ballle KPUTUYHE CEPBUCE M NPUOPUTUIYjTE HMXOBO Bpaharbe. NnaH Tpeba aa obyxsaTu
TEXHUYKe KopaKke (nonyT npoueaypa Tpujarke, mepa cysbujarba nonyT cermeHTauuje
MpEeXKe UNu rawera ogpeheHmx cepBmnca, Kao U KopaKe 3a OTKNAHakbe NPETHE Kao LWTo ¢y
bpurcarbe UAM penHCTanaumnja MalnHa), Kao U Kopake KOMyHMKaumje.

MpunpemuTe npoueaype KOMyHUKALMje U NUCTe KOHTaKaTa Koje here Kopuctutu 3a
Bpeme MHLUAEHTA

YHanpeps, cactaBuTe a*KypupaHu cnmncak CBUX CTpaHa Koje bu morne 6UTn yk/byyeHe TOKOM
paHcomBep Hanaga. OBaj cnucak Tpeba Aa yK/bydyje yHyTpalwme KoHTakTe (UT Tumose,
PyKOBOACTBO, PR, MPaBHU TUM UTA.) U K/by4YHE CMOJ/bHE KOHTAKTE: IOKANHY NOAULN]Y UK
jeamMHuue 3a cajbep KpummHan, HaunoHanHu LLEPT Cpbuje, Bawer ocurypasaya 3a cajbep
PU3MKE WAW yHanpes aHraxkosaHy GuMpMy 3a OAroBOpP HA MHUMAEHTe, perynatope 3a
3aWTUTY NoJaTaka O JIMYHOCTU (aKO Cy /IMYHM MNOAAUM YK/bYYEHW U YKOJMKO MOCTOjU
ob6aBe3a npujase), U eBEHTYa/IHO UHAYCTPUjCKe perynatope cneumdmyHe 3a Ball CEKTOP.
OpraHusaumjama ce caBeTyje 4a YHanpea ycnocTaBe KOHTAKT IMCTE ca CBUM pefieBaHTHUM
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opraHu3aumjama Koje je HeonxoA4HO KOHTAaKTMpaTU Yy Caydajy uHumaeHTa (smaetu Mpunor
2.). Takohe niaHupajTe MeToae KOMYHUKALMje BaH yobuyajeHUX KaHana - NpeTnocrasuTe
03 Y paHCOMBEpP Hamady Ball KOPNopaTUBHU MMejn uau chat cuctem moxkga Hehe 6uTh
AOCTYNHU wuan 6u mornm 6uTM HaarnefaHn opf, CTpaHe Hanagadva. Obesbepgute
anTepHaTMBHa cpeacTBa (NpuBaTHM TenedoHW, CNo/bHE WMejn agpece, WTA.) 3a
KoopAuHauunjy oarosopa ako b6yae noTtpebHo. OpraHusyjte ,tabletop” Bexkbe paa
CMMynMpaTe paHCOMBEpP Hanaa v TecTupaTte 4a AY NaaH KOMyHUKauuje GyHKLMOHULLE.

Crpateruje 3a cy3bujare epekata Hanaga

OHor TpeHyTKa Kafa ce NoCyMmba UAKn AeTeKTyje paHcomBep, 6p3a nsonauuja je KpUTUYHa
33 OorpaHMyaBare Wwuperba. OBO MoXKe nogpasymeBaTu M3onaumjy noroheHmx xoctosa 13
MperKe (HMp. UCK/byYere padyHapa AU cepBepa ca MpeXKe Ha HUBOY MpEXKHe onpeme),
NCK/byuMBatbe oapeheHux ycnyra WAM CermeHata MpeXke, Na 4Yak M NpPeBeHTUBHO
NCK/by4YMBatbe HenoroheHmx cuctema ako cy nof pusnMKom. JeaHa edeKTMBHA TaKTUKa je
yHanpesn aeduHucatn n yBexkbaTn Kopuwhere ,npekngaya 3a rawere” - Ha npumep,
MMaTKu npoueaype Aa ce MyweBUTO 610KMpa caB ognasHKU caobpahaj nnm geaktueupajy
oapeheHn Hano3M Ha HMBOY Lene opraHM3almje ako ce paHcomsep wupu. Mako cy oBo
EKCTPEMHE Mepe, Yy YCI0BMMA MYHEBUTOr LWIMPEHA PAaHCOMBEpPA LITO Mpe NpeKuHeTe
KOHTPOJY U LWWMPEHbEe 04 CTpaHe Hanagaya, To hete cnacutu Behu Aeo cBor oKkpyKera. AKO
cy noroheHun camo 4eN0BU CUCTEMA, N30/1YjTE UX U HEMOjTE MX MOHOBO MPUK/bYYMBATM Ha
MPEXY AOK ce He 06aBu PopeH3nKa (MCK/byuMBaktbe MallMHE TOKOM LMPPOBarba MOXKEe
NOHeKa, cavyBaTtu genose $ajaosa y MEMOPUjU - KOHCYATY]jTE CTPyYHaKe 3a 04roBOp Ha
MHUMAEHTE O Hajbo/boj NPaKCcK y BaLLOj cUTyaumju). AKo AeTeKkTyjeTe ynag y paHujoj dasu
(HNp. npe Hero wTo WKdpoBakbe NOYHE, a/IN BUANTE U3HOLLEHE NoJaTaKa UIN aKTUBHOCTU
Hanagaya), U pga/be pearyjTe o4/Ny4HO Aa cy3bujeTe npeThwy - B6NOKMpajTe npucTyn
Hanagaya mpexu (ykuaarbem wwmxosux VPN cecuja, oHemoryhaBatbem KOMNPOMUTOBAHUX
Hanora UTA.) U, ako Tpeba, UCK/by4ynTe NPUBPEMEHO CBOj MHTEPHET IMHK A0K He carneaare
06MM HapylwaBakba (MMajTe y BUAY A3 OBO MOXKE MOPEMETUTM NMOCN0BaHE, aln UCTO TO
YMHM U LUMPOKO PaCnpoCTpakeH PAHCOMBEP — OBO je TeLlKa 0A4/1yKa Kojy NaaH pearoBaka
Ha MHUMAeHTe Tpeba aa paspaam).

HeyTpanucare 1 yknarare npete

Kaga je npeTha cy3bujeHa, poKycupajTe ce Ha HEHO YKakbake - UAEHTUDUKY|jTE cBe
WMHCTaHUe Mmansepa, anate nan ,backdoor” Koje je Hanagay MHCTAAMPAO U YKIOHUTE UX. TO
he BepoBaTHO 3HAUMTU dopmaTMparbe U 0OHOBY KOMMNPOMMUTOBAHUX CUCTEMA Ca YMCTUX
pe3epBHUX KOMWja, jep ce MalMHAMa 3aparKeHMM PaHCOMBEPOM HE MOXKe Y MOTMYHOCTH
BEPOBaTM YaK U ako ce $ajioBM Ha bMa aewndpyjy. NaaHnpajte npoueaype 3a CUrypHo
H6pucarbe M1 NOHOBHO MHCTaMparbe. MmajTe Ha yMmy 4@ paHCOMBEP YeCTO NpaTu U Apyru
Mmansep (Kpag/bmBLM KpedeHumnjana uUTa.), Tako Aa je HEONXOAHO TEME/bHO ,Yell/barbe”
Kpo3 mpexy. ickopuctute nHankatope M3 Hanaga (xewese $ajnosa, MU3MeHe y perncrpy,
IP appece Hanafgaya) Aa NpeTpa)kUTe ocTaTak mMpeXKe 3a 6uno Kakee Tparose. Yecto je
nNpenopy4bMBO aHra)kosBatu npodecrMoHasnHe TMMOBE 33 OArOBOP Ha WHUWUAEHTE UK
dopeHsnyape y oBoj ¢asu paam tTemesbHOCTU (MHOre nonuce cajbep ocurypara NoKpmBajy

OBY YyC/Iyry).
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KomyHuKaumja u nsselwrtaBame

TOKOM M HAaKOH MHLUMAEHTA, CaBeT je Aa ONpe3HO ynpaB/bajTe KOMYHMKaUMjama. Y MHTEpPHOj
KOMYHMKaLUMjU HEONXOAHO je Aa APXUTe PYKOBOACTBO M MO MNOTPebu 3anocneHe
NHPOPMMUCAHUM, KaKo Bucte opgprKanm TpaHCMapeHTHOCT 6e3 u3asuBarba NaHuke. Y
€KCTEePHOj KOMYHUWKaLMjK, aKO Cy NoJaLM YKPageHUM UM je AOWNO A0 NpeKkupa ycayra,
MOXAa MMaTe 3aKOHCKy obaBe3y ga ob6aBecTUTe KOPUCHUKE WM HAA/IeXKHe OpraHe y
oapeheHnm pokoBmMma, Ha npumep, GDPR 3axteBa Aa ce HapylwaBare 6e3begHoOCTM
JIMYHUX NogaTaka NpujaBuM y POKyY o4 72 caTa ako yTUM4Ye Ha NpMBaTHOCT anua. Y Penybanum
Cpbujn 3awTtnTa PU3NYKMX NnLa Y Be3N ca 06pasomM nogaTaka O IMYHOCTU PeryimcaHa je
3aKOHOM 0 3alTMTM NoAaTaka O IMYHOCTHU, KOju NOBpeay NogaTaKa O IMYHOCTU AeduHULEe
Kao nosBpeay 6e36enHOCTM nogataka O JIMYHOCTM Koja A0BOAM A0 C/Ay4YajHOr MU
He3aKOHUTOr YHULWITEH A, TYOUTKA, M3MeHe, HeoBfalWheHOr OTKpMBaka WMAM NpPUCTyNa
nogauMma O IMYHOCTM KOjU CY NPEHECEHU, MOXPaHbEHN UKW HA APYrXN HAYMH 0b6pahmBaHW.
Mpema nctom 3aKoHy, pyKoBasal, je Ay*KaH ga o noBpean NnogaTtaka 0 IMYHOCTU KOja MoXKe
[a npousBeae pU3MK Mo npasa U cnoboge ¢dusnukux nnua obasectn NosepeHMKa 3a
3aLUTUTY NOAATaKa O IMYHOCTK 6e3 HenoTpebHor ognarakba, Uaun, ako je To moryhe, y poky
o4 72 yaca opf casHakba 3a nospedy. AKO pyKoBasal, He MOCTyNM y POKYy o4 72 4yaca of
CasHarba 3a noBpeay, Ay*KaH je Aa 06pasnoxku pasnore 360r KOjux HMje NOCTynmo y TOm
poky. ObpahumBay je oy*KaH Aa, Nocne casHakba 3a NoBpeay nNogataka O AMYHOCTM, He3
HenoTpebHor ognaratba 0b6aBecTn pykoBaoua O TOj noBpean. PykoBanay je ay»KaH ga
OOKYMEHTYje cBaKy noBpeay nogataka 0 IMYHOCTU, YK/by4dyjyhu 1 YMbeHULEe O NOBpean,
HEHUM MocaegMuama M npeayseTMm Mepama 3a HUXOBO OTKAarbakbe. [punpemute
wabnoHe caonwTera 3a pasHe cueHapuje (obaBewTere 0 Npeknay ycnyre, obasewTere
0 Lypery noaaTtaka uta.). M Kao WTo je HanoMeHyTO, KOOPANHULLUTE Ce Ca Pe/IeBaHTHUM
APMKAaBHUM OpPraHMmMma, KOju MOTY MPYXUTKU CMEPHMLE, a Y NojeANHUM CayyYajeBMMa Mory
MMaTK K/byyeBe 3a AelwmndpoBarbe naun gpyre MHPopmaumje ako je rpyna Hanaga nosHaTta
(Ha npumep, npojekat NoMoreRansom wmnu FBIl noceayjy k/byyeBe 3a HeKe BapujaHTe
paHcomBepa). BehnHa Bnaga nogctnye npujaB/bmMBatbe PAHCOMBEP MHUMAEHATA; Y HEKUM
jypucamKumjama, Henpurjas/bMBakbe MOXKE UMATU pPerynatopHe nocaegmue, na ce CBakako
KOHCYATYjTe Ca NPAaBHUM CaBETHUKOM.

OpanyKa o nnahawy OTKYNHUHeE

MnaH oarosopa Ha HUMaeHTe (IR naan) Tpeba Aa yK/byym OKBUP 3a pa3amaTtparbe nnahara
OTKYMHWHe. 3BaHU4YHE CMepHUUe caBeTyjy u3beraBarbe niaharba OTKYMHMHA - Hema
rapaHuuvje ga hete noBpatuTn nogatke, nnahatem GUHaHCMpPaATE KPUMMUHAN, @ Y HEKUM
cnyyajeBMma nnaharbem mMoXKeTe NPEeKpPLUMTU 3aKOH LITO BaMa MW BALIOj OpraHu3aumjn
MOKe CTBOPUTU AoaaTHe npobneme. NaeanHo je aa ce opraHusaumje npunpeme ga He
niaTe Tpa*KeHW OTKyn M Aa ce 3a Ty oA/yKy obe3bene ocnarbarbem Ha CBOje pe3epBHe
Konuje 1 OTNOPHOCT cuctema. MehyTum, peanHoCT MoXKe BUTK CNOXKEHA aKO CY KMUBOTU Y
nuTakby (HNP. y 6OHULM) UAN YKOSIMKO PE3EPBHUX KOMMja YOMLITE HEMA, LUTO je HaXKanocT
4ecT cyyaj. AKo pasmuiusbaTe o naaharby, 06aBe3HO Ce KOHCYATYjTe ca MPaBHUM TUMOM Y
BE3N oapendbu 3aKoHa O crnpeyvaBakby Npakba HOBLA M GUHAHCMpara Tepopusma u
ANCKPETHO YK/byuMTe pesieBaHTHe Ap)KaBHe opraHe. Heke pgp)kaBe may Ka Tome Aa
obaBesyjy npujaB/muBatbe nnaharba OTKYMHWMHA, UAM YaK Aa ux 3abpaHe y oapeheHum
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OKonHocTMMma. OBe oaslyKe Cy Ha Kpajy nocnosHe, anu Tpeba aa byay sBoheHe eTuKoMm,
NpaBHMM pa3maTparbMma W BepoBaTHOhOM onopaBKa nogaTtaka. lMNoceposare cajbep
OCUryparba Koje MOKpMBA PAaHCOMBEP MOXKE MPYKUTU Heky nomoh (ocurypaBay uyecto
obe3behyje nperoBapaye MAM MeHalepe WMHUMAEHTA), a/n MMajTe Ha ymy JAa cy M
ocurypaBajyhe komnaHuje obasesaHe nponucuma (He mory, Ha Npumep, NOCPEAOBATU Y
nnahaky CaHKUMOHMCAHOM cybjekTy). YKpaTKo, yK/byumTe y Baw IR naaH u npoTokon 3a
PYKOBake KOMYHMKaLMjOM Ca Hanaga4ynmma - 4ak u ako he werosa HameHa 6uTn camo ga
Kynute Bpeme - TO MoXe BUTN KOPUCHO. AKO MNaK CTyNuTe y KOHTAKT ca Hanagaunma (4ecto
nytem TOR chat nopTana Koju 06e3bese), paaute To NAXK/bUBO M NOXKE/BHO NoA BOHCTBOM
WCKYCHUX Nperosapaya uamn opraHa 6esbegHocTtu.

YK/byuuTe ce y pasmeHy MHopmaumja

HakoH cy36ujarba MHUMAEHTA, NOAENUTE LITa MOXETe O MHAMKATOPUMa MAN MeTohama
Hanaga ca CBOjMM KoJierama u3 cekTopa uam Kpos naatdopme 3a pasmeHy nHpopmaumja o
npeTbama. OBo moxe nomohu ApyrMma fga ojavajy cBojy oabpaHy M AOMNPUHOCK
KonekTnsHoj 6e3beaHoctM. MHoru HauumoHanHu CERT-oBM npwuxsaTajy A06pOBO/BHO
[0CTaB/batbe Y30paKa paHCOMBEP Ma/siBepa UM MHAMKATOPA KOMNpOMUTaLMje Kako Hu
Kpeupanu ynosopera 3a Apyre eHtutete. Ha npumep, HauymoHanHu UEPT Cpbuje
oxpabpyje opraHunsaumje Aa npujase MHUNAEHTE U NoAeNe TEXHUYKe AeTa/be Hanaja, Yume
3ajegHuUA CTUYe BpelHe YBUAE Y aKTyesiHe MnpeThe.

ENISA je Takohe o6jaBnna OCHOBHM CET NpenopyKa Koje Tpeba Aa npumeHe nojeguHumn U
OopraHusaumje Koju NOCTaHy XPTBe paHCOMBepa:

® KOHTaKTUparbe HaLMOHaNHMX opraHa 3a cajbep 6e3besHOCT MAW OpraHa 3a
cnpoBohere 3aKOHa;

e opabujarbe nnaharba OTKYMHUHE U oAbuWjarbe NperoBapara Ca aKTepuma
npeTH-e;

® (CTaB/batbe MNOroheHnx cucTtema y KapaHTUH Y3 WCK/byyMBarbe MoroheHmx
cMcTeMa M3 Mpeke Kako 6u ce obysgana MHEeKUMja U CAPeynsio Wnpere
paHcoMBepa;

e nocerta cajty ,,No More Ransom Project” Ha Kojem ce mory Hahu AeKkpunTopu 3a
MHoOre BapujaHTe paHcomBepa (Buaetu Mpunor 3.);

® 3aK/byyaBatb€ NPUCTYNa pe3epBHUM CUCTEMMMA AO0K Ce MHPEKLMN]jA HE YKIOHMU.

Y Peny6anum Cpbnjn HagnexxHoCT 3a NocTynare y NpeaAmMeTMMa KpUBUYHUX AeNa NpoTus
6e36e4HOCTM pPaYyHAPCKUX NoJaTaka M APYrux KPUBMYHUX AeNa Koja ce 360r HauMHa
M3BpLIEHA MWAM YNOTpeb/beHMX CcpeacTaBa MOry CMaTpaTM  KPUBUMYHUM  A€1MMA
BMCOKOTEXHO/IOLWKOT KpMMMWHANA MMa Buwwe jaBHO Ty»KunawTeo y Beorpaay 3a Teputopujy
Penybnnke Cpbuje, ogHOCHO nocebHO oaesberbe 3a 6opby NPOTUB BUCOKOTEXHOJOLLKON
KpuMnHana (MocebHO TYKMNAWTBO 3@ BUCOKOTEXHOJOLWKN KPUMWHAN) obpa3oBaHO y
Buwem jaBHOM TyXKMNALWITBY.
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3akoHOM 0 MHbopMaumnoHoj 6esbeaHoCTM nNponucaHo je aa HaunoHanHwu LEPT, nsamehy
OCTanor, NPUKyn/ba 1 pasmeryje MHGopmaumje o NnpeTHhama, parbnBOCTUMA, U36erHyTUM
WHUMAEHTMMA WU MHUMAEHTUMA WM NpyXa NOApPLUKY, yno3opaBa M caBeTyje Auua Koja
ynpassbajy MKT cuctemumma y Penyb6nmnum Cpbuju, npyrKa paHa ynosopera, y3byHe 1 HajaBe
N MHPOpPMULLE penieBaHTHA AMLA O NpeTHamMa, ParbUBOCTMMA U UHLUMAEHTMMA, Kao U A3
pearyje 6e3 oanarakba No NPWjaB/bEHNUM UAU HA APYTM HAYUMH OTKPUBEHUM UHUNAEHTUMA
y UKT cuctemmma og nocebHor 3Havaja, Kao 1 No npujaBama GU3NMYKUX U NPABHUX UL,
TAKO WTO Mpy)Ka caBeTe W Npenopyke Ha OCHOBY pPacnonoXuBux WHPopmaunja o
WHUMAEHTMMA W npeay3Mma apyre notpebHe mepe U3 CBOje HAA/EXKHOCTM HAa OCHOBY
[06MjeHnX ca3Hatrba.

[obpo u3BeseH OAroBOP MOXEe 3Ha4yajHO CMarbUTM Bpeme M TPOLUKOBE OMopaBKa.
OpraHusaumje Koje ce npunpeme u ysexkbajy (Kpo3 cumynauuje n sexkbe) pearyjy MHOro
edMKacHMje Kaga ce 3aUcTa cyode ca MHunaeHTom. Lntnpajyhu r. beHyammHa ®peHKkAnHa
Koju je jeaAHOM MpuAMKOM u3jaBuno ,AKO 3abopasuTe Aa NnaHMpaTe, Npunpemute ce 3a
Heycnex” »Kennmmo [a YKaXKemo Aa Cy PaHCOMBEP MHLUMAEHTU KpU3e Koje CTBapajy BUCOK
NPUTUCAK Ha YY4ECHMKE Na je CaMUM TUM NOCTOjake MO3HATOr U YBEXXOAHOT NNaHa Kojer TMmM
MOKe [a Ce APXKM Y CTPECHOj CUTYaumju Beoma BUTHO 3a M3/1a3aK U3 KpM3e ca LITO MatbUM
nocneguuama.

OnopaBsak - cTpaTeruje pesepBHUX Konuja u Bpahare cuctema

®yHKuMja OnopaBaKk NpeacTaB/ba CUTYPHOCHY OMUMjy - YNIPKOC Hajbo/bMm Hanopuma y
NnpeBeHUMjM, aKo pPaHCOMBEpP MMaK ycne aa wudpyje UAM YHUWTKM nogaTke, pobycHe
MoryhHOCTM onopaBKa OcurypaBajy 4a Bala opraHusauuja moxe obHOBWUTU pas 6e3
nnahatba oTKyna. Pe3epBHe Konuje nogataka (6ekan) cy cTyb onopaska o4 paHCOmBepa.
MehyTum, HUCY cBe pe3epBHE KOMWje jegHaKe; Hamagayu LM/baHO Hanagajy v came
cucteme 3a b6ekan Kako 6u oHemoryhunm onopasak. Ctora je HeonxogHa A06po
OCMMULL/bEHA, NOY34aHa M NPOBEpPEHa CTpaTeruja Kpempaka pe3epBHMX Konuja:

MpumeHute npasuno 3-2-1 3a 6ekan

Lnpoko ce npenopyyyje Aa uMmaTe HajMmarbe TPU KOMUje KPUTUYHMX NojaTaka
(npoayKunoHM nogaum + H6ap ABe pe3epBHE KOMWje), Ha ABe pasIMunTe BPCTe Meauja, ca
HajMmake jeAHOM KOMWjOM CMELUTEHOM BaH F/1aBHe fiokauumje unm odnajH. OBaj npuHLMN
»3-2-1“ WTUTKM o4 pasHUX cueHapwuja oTKasza. Ha npumep, jesaH H6ekan moxe 6UTU Ha
Apyrom pusnykom meamjymy (Tpaka nam Apyro cKAaguwiTe) og NPMMAPHOr, a jeaH MOXKe
61TK BaH JioKaumje (reorpadckm oABOjeH AN Yy Knayay) nam y notnyHoct odnajH (Huje
CTa/IHO rMoBe3aH Ha mpexy). OdnajH Konuja je K/byyHa 3a PaHCOMBEP - Pe3epPBHE Konuje
KOjMMa paHCOMBEP MOXe Aa NpUcTynu (MonyT MpexHo nose3aHor 6ekan cepeepa Koju je
YBEK YK/by4YeH) mory 6uTn wudpoBaHe 3ajeHO ca CBMM ocTanvm. Hamagaum yecto
noKyLwasajy aa obpuwy nan wnopyjy Windows Volume Shadow Copies, mpexxHe b6eKan
OWCKoBe UM nose3aHe ypehaje 3a cknaguwTtere. O6es3behmBarbem aa noctoju 6ap jegHa
odnajH Konuja (HNp. 6ekan Ha TPaLW KOj1 ce YyBa BaH MpeXe, Uan nepuoanyHm 6ekan Koju
ce No Konupary noaaTaka AMCKOHEKTYje) ocurypasaTte ga noctoju 6ap jeaHa HeTakHyTa
KOMWja Kojy Hanagaym He Mory yHUWTUTM. MHOore opraHmsaumje caga UMMNAEMeEHTUPaAjY
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HemMsmeH/buBe pesepsHe Konuje nam WORM cknagmwTte (Write-Once-Read-Many) y Ty
CBpXy - 6ekan cuctemu rae ce, je4HOM HanNUCaHKW, NoAauM He MOTY MeHaTn uam Gpucatu
oapeheHn BpemeHcKM nepuog. Ha npumep, Knayg cknagumwTta mam H6ekan ypehaju ca
OYHKLUMjOM HEM3MEH/BUBOCTM MOTY APXKATU BEKan CHUMKE ,,3aK/by4aHUM” MPOTUB U3MEHE.
Hekn kopucte u air-gap 6ekan - GU3MYKM M30/10BaHO CKNAAMLUTE Ha Koje ce nojaum
npeHecy, na ce ypehaj oasoju oa mpexke. M air-gap n HeMameH/bUBa CKNAAMLWTA NPYKajy
jake rapaHumje Aa YaK M aKo Hanagay Aobuje agMUHUCTPATOPCKA MPaBa Ha AOMEH, He
MOKe jelHOCTaBHO 0b6pucaTh CBe Balle pe3epBHe Konuje.

PeposHocT 6ekana u oncer NOKpPpMBEHUX NOoAaTaKa

ObaBsbajTe yecte 6eKkane CBUX KPUTUYHMX CUCTEMA M NogaTaka. YuecTanoct Tpeba aa byae
ycknaheHa ca BaWwWM UW/beBMMA Tauyke onopasBKa (RPO) - mMaKcMmasnHO NpuUXBaT/bUB
rybuTak nogaTaka Koju moxkete Tonepucatu. MHore opraHusaumje page nOHEBHe
MHKpeMmeHTanHe 6eKane (MM Yak Yewhe, HNP. CHAMaHe CTakba Ha CBaKM CaT 33 KPUTUYHE
6a3e nogartaka) M HegesbHe nNyHe 6ekane. MMHUMYM 61 61O Aa un/baTe Ha AHeBHe beKane
K/bYYHMX NoJaTaKa, Tako Aa YaK M aKo byaeTte noroheHu paHcomBep Hanagom, usrybure
Matbe o4 24 caTa nogartaka. 3a Heke nogaTtke (HNp. GMHAHCKjCKe TpaHCcaKuuje) onpasaaHo
j€ M KOHTMHYMpaHO penavumnparbe Ha b6ekan cucteme. MpMMapHU LW/ je Aa Cy CBM BaXKHU
dajnosu, Konuje BUPTyEeNHUX MaLLUMHA, KOHOUTypauuje 1 anJMKaunmoHM Nogaum YK/byYeHu
y nnaH 6ekana. Jlako ce npesunae cTBapy NonyT KOHPUrypaumja MperkHe onpeme, Koje, ako
ce u3rybe, mory ycnopuTu onopaBaK. EKcnopTyjTe KoHurypaumje pytepa, CBUYEBA,
firewall-oBa nuyBajTe 1 kbux (NO3HaTK Cy C/ly4ajeBu Aa paHCOMBEP Hanaau NoHeKaa 6puLly
WK 3aK/by4aBajy YaK U MPEXKHY onpemy).

0O6e3bepguTte cBOje pe3epBHe Konuje

TpeTtupajte 6e3begHocT 6ekan cucTema UCTO Kao WM Npoaykuumje. YBeaute KOHTpose
NPUCTyNa u cermeHTaumjy mpexe 3a genose KT cuctema rae ce gprke pesepBHe Konuje -
Ha npumep, 6ekanu Tpeba Aa ce CMeLLTajy Y MPEXKHOj 30HM KOja HUje ANPEKTHO A0CTYMNHa
Ca APYrnMXx KOPUCHUYKMX MpeKa. Kopuctnute HameHcKke cepBUCHe Hanore 3a bekan copTeep
Koju HMcy Domain Admin (aa orpaHMunTe KpeTakbe Hanagava npema 6ekanuma). Lnopyjte
H6ekan nogaTKke Yy MMPOBakby My TPAH3UTY, TAaKO A3 aKO Hanazaum 1 yKpaay 6ekan ¢ajnose,
He Mory Aa 4uTajy oceT/bMBe nogaTke (OBO je KOPUCHO Npu CLEeHapujy U3Hyae nyTem
Lypera noJataka: ako cy Bawwm 6ekanu wndpoBaHM, YaK U aKO UX HaNa[auun yKpaay paaum
nsHyae, 6eckopucHu cy 6e3 K/byda). Ocurypajte fa cy K/bydeBMu 3a AeKpununjy H6ekana
6e36enHO yCKNaAMWTEHU (MAgaNnHO ynpaB/baHW KPO3 MHTEPHU CUCTEM 3a yrpaB/batbe
K/bydeBuma). Takohe, ofprKkaBajTe MHTErpuTeT 6eKkana - KOPUCTUTE KOHTPOSIHE CyMe WU
codTBep 3a beKkan Koju BepudunKyje bekane Kako bUCTe BUAN CUTYPHU A HUCY HENPUMETHO
owTeheHn UNn AEAMMUYHO WNDPOBAHM.

PyTuHCKO TecTupame 6eKkana (Bexkbe Bpahama)

Bekan Bpean OHO/MIMKO KOAMKO M Balla cnocobHocCT Aa ra ycnewHo spatute! Cnposoaute
penoBHe TecToBe Bpahatba (restore) Kako bucte notTBpauamM Aa 6ekanu GpyHKUMOHULWY U Aa
ce nogaum mory ycnewHo nospatutn. OBO YK/byuyje CMMyaLnjy paHCOMBEP CUeHapuja:
ofabepuTte HacymmyHo ogpeheH dajn nam cuctem, NoKyLLajTe Aa ra BpaTuTe U3 6ekana u
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n3mepuTe KOJIMKO BpemeHa Tpeba v Aa m cy nogaum HeTakHyTU. MHore opraHusaumje cy
TEK Y KPU3N OTKpWU/IEe Oa HUXOBU BeKanu HUCY MCMNPABHU WAM Cy BUAM HENOTMyHU -
TecTupare NMomake ga ce Ta HenpujaTHa usHeHahera m3berHy. TecTuparbe Tpeba aa
06yxBaTK M CLEHapMo NOTMNYHOr ONopaBKa OKpYKeha: HMp. u3Bexbajte cutyaumjy aa je
yutas cepsep uan data ueHTap M3rybsbeH u npoBepuTe KOAMKO 6P30 MoXKeTe 06HOBUTH
cuctem u3 6ekana. OBo moxke oTKpUTK npobneme y npouecy 6ekana (nonyT HegocTajyhux
aXkypupama unam KoHourypaumoHux dajnosa). YyBajte AOKyMeHTOBaHe npoueaype 3a
Bpahatbe, M yBepuTe ce Aa je BMLIE Y1aHOBA TUMA 0by4yeHo 3a muX (y cayyajy Hanaga, He
enute ga camo jeaHa ocoba 3Ha Kako Aa crnposege onopaBaK). He 3abopasBute Aa
OOKYMeEHTYjeTe 1 yBexbaTe NMOHOBHY M3rpagrby cucTtema ,04 Hyne“ ako je notpebHo
(nocepoBarbe pedpepeHTHUX “31aTHUX” KoMKja cucTEMA MU MHPPACTPYKTYPHUX CKPMNTH 33
ayTOMaTM30BaHy MHCTaNaUMjy MOXKe APacTMYHO ybp3aTn onopasak).

YysajTe offline Konuje KputuuHor coprTBepa n K/byyesa

Mopen camux nogataka, obesbeguTte ga MMaTe NPUCTYN MHCTANALMOHUM Megujuma uam
KOoMWjama 3a caB KpUTUYaH codTBep (MHCTanaumje onepaTMBHUX CUCTEMA, MHCTanauuje
annuvKaumja) y cayyajy Aa mopate ga obHoBWUTe cucteme of Hyne. Takohe, BekanyjeTe
NIMLEHLHE K/byyeBe, KOHPUrypaumoHe dajaose 1 fOKYMeEHTaUNjy oaBojeHo. Ha npumep,
aKO BaM Mpe’Ka He pagm, Beoma je KopucHo nmatm offline konuje koHdUrypaumnja mpexkHe
onpeme nnm 6ekan Active Directory someH KoOHTposiepa. Heke opraHusaumje gpe ,jump
bag” nau offline apxuBy Koja cagp*un 3a NocnoBarbe HAjOUTHUjKU coPTBEP U CUCTEMCKE
Konuje, axypupaHe NeprMoamnyHo, Koju ce Mory ynoTpebuTtun y cueHapujy onopasBKa Kaga
MpeXKa MOXKAa HMje JOCTYNHa.

OTHOPHOCT U NN1aHOBU KOHTUHYUTETA

M3BaH TeXHWYKOr ONoOpaBKa, MMajTe cnpemHe npoueaype 3a KOHTMHYUTeT MOCN0Bakba
HajBa)KHUjuUX onepaumja. OBO YK/bydyyje [Oa 3HATE KakKo OucTe HacTaBUAM MpyKakbe
OCHOBHMX ycnyra ako cy UMKT cuctemun HeaoCTynHM - Ha Npumep, Mory n ce oapehenu
npouecu npmuBpemeHo ob6aB/baTM pyyHo (Ha manupy)? Mimate nmM anTepHaTMBHE MeToae
KOMyHMKaumje (nonyT XMTHUX TenePpoHCKMX KoHbEepeHLMja aKko je umejn HegocTynaH)? 3a
MHAYCTPUjCKA OKpPY)Kerba, MOCTOje /IN pyyHe onuuje 3a ynpaB/batbe MOCTPOjerbeM aKo
SCADA cuctemn oTKaxKy? OBM nnaHoBM ocurypasajy 6e36egHOCT M MUHUMYM
onepaTUBHOCTU A0K ce UT cuctemum obHasmbajy. PyHKumja Recover y NIST CSF Harnawaga
ofprKaBarbe MaHOBA 3a OTMOPHOCT yNpaBO M3 OBUX pasnora. PenoBHO axKypupajte u
yBexxbaBajTe oBe MNJiaHOBE KOHTUHyMTETa NOCNOBakba 3ajefHO ca Bawum Bexkbama
TecTupama bekana.

YK/byunTe K/by4yHe 3auHTepecoBaHe CTpaHe y naaHupare onopasKa

OnopaBak 0f4, paHCOMBEpP Hanada Huje uck/byumBo WT 3apaTtak; KoopauHauuvja ca
NOCNOBHMM PYKOBOAMOLMMA je BaXKHa 3a oapehnBare npuopuTeTa (Koju cuctemm ce npeo
Bpahajy) n pasymeBarbe yTuuaja. Y cayyajy paliMpeHor eHKpunToBaka, mopahete aa
oapeaunTte WTa ce Bpaha n Kojum pegocnenom - TM NpuopuTeTn Tpeba aa byay yHanpen,
yTBpHEHM y3 NOTBPAY M CarnacHOCT MeHALIMEHTA. YecTo cy CMCTEMM KOju Cy OPUjEHTUCAHM
npema K/IMjeHTMMa WM OHU KOjU FeHepULLY MPUXOA HajBULLIM NPUOPUTET, AOK UHTEPHU
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CUCTEMM MOTY CayeKaTu. YK/byuMBakbeM PYKOBOAWMIALA Y NPoOLEC NaaHWparba onopaBKa
obesbehyjeTe Aa TEXHUYKM TUM Pa3yMe NOC/IOBHE MMMNEepaTMUBE - Ha NPUMEpP, PYKOBOAMOLM
MOTY Harnacutu ga je spaharbe ycayre 3a KamjeHTe KPUTUYHO Y NpBUX 24 caTa, YaK U ako
WMHTEPHW CepBUCU MOpajy Aa Tpne.

MpumernBarbem pobycHMx npoueca 6ekana M onopasBKa, OpraHuM3auuMja 3HATHO
nobosbllaBa CBOjy OTNOPHOCT HA PAHCOMBEpP - CMOCOBHOCT Aa Kaxy ,Yak 1 ako byaemo
noroheHu, MmoxKemo ga OO6HOBMMO MOAaTKe Y3 MUHMMaAAAH rybuTak M 3acToj, U Hema
notpebe ga nnahamo HanagaymMma.” MHore HauMOHanHe CMepHULUE UCTUYY BeKane Kao
nojeANMHAYHO HajBaXKHMWjy oabpaHy: Ha npumep, HaymoHanHu LEPT Cpbuje HaBoam aa je
Bpahatbe 13 curypHe pesepBHe Konuje HajopKu HauMH Aa ce NoBpaTH NPUCTyNn nogauuma
HaKOH paHcomBep Hanaga. MMocebHy naxkkwy 0bpaTUTe Ha Bale MnogaTke y Kaayay wu
HauMHe Ha Koje CTe UX MHTerpucanm y Bawy 6ekan ctpaternjy. KBaantetHo ypeheH b6ekan,
KOMOMHOBAH ca NPeBEHTUBHUM KOHTPO/1aMa 3a 3alTUTy TUX 6eKana, y CylUTUHM oay3Mma
rnaBHy nonyry mohm paHcomBep aKTepa (bapem y norneay acneKkta eHKpunuuje Balumx
nogartaka - npouypenn nogaun octajy nocebaH pusmk).

3aK/byyaKk

PaHcomBep Hanmagu npeacrtaB/bajy 3HayajHy MpeThy OpraHMsaumjama LWMPOM CBETa,
nocebHO OHMMa Koje ynpaB/bajy KPUTUYHOM WMHOPACTPYKTYPOM Yy jaBHOM CEKTOPY W
CeKTopMMa GUHaAHCK]ja, eHEPTreTUKE U TEeIEKOMYHUKALM]ja, ain U MakbUM CybjeKTUMa Kao
LUITO cy MaJsia n cpeara npeayseha. TpeHa npeTbn y nepuoay 2024-2025. obenexkeH je cee
codUCTULMPAHMjUM aKTMBHOCTMMA Hanagaya - o4 Ransomware-as-a-Service (RaaS) rpyna
KOje eKcnioaTuwy YKpageHe KpedeHuujane Wn zero-day parbMBOCTU, 4O ynoTpebe
ABOCTPYKE/TPOCTPYKE M3HyAe Na YaK M TeXHUKa MOTNOMOTrHYTUX BelUTa4yKom
WHTENIMTEHLMJOM - LUTO CBE 3axXTeBa NPOMULL/bEHE U A06pO Npunpem/beHe oabpambeHe
MeXaHu3me. Y OBMM CMepHMLAMa HaBeAM CMO pas3nmuuTe npenopyke, H6asmpaHe Ha
HajHOBMjUM NMoJaLMMa O NPEeTHaAMa ManMpPaHUX Ha NpU3HaTe cTaHAapAe U NPenopykKe 13
nomeHa cajbep 6esbegHoctv, y um/by nomohu opraHmMsaumjama y noctusawby 6osbe
OTNOPHOCTM M CNOCOBHOCTU 3a NPEBEHLMjY M OA4FOBOP HA PAHCOMBEP MHUMAEHTE.

NcToBpemeHo, NOCTU3arbe OTNOPHOCTM je Nocnearba TakTUKa y oabpaHu. OHa ce nocTuke
ynaratbem y noysgaaHy ctpaterunjy 6ekana (curypHy, odbnajH, TeCTUpaHy) Tako Aa, Yak U ako
Hanagayv 3ak/byyajy Balle cMcTeme, He MOry @ BaM TpajHO oHemoryhe npucTyn 40 Ballmx
nogartaka. JegHaKo BaXHa je M NpaKca ycnocTas/bakba M TeCTMPakba N1IaHOBA 04r0BOpPaA Ha
MHUWAEHTE, Kako 6U1 Ball TMUM morao 6p3o 1 edMKacHO pearoBaTv UMM Ce ynag y CUCTEM
AEeTeKTyje - ca NPUMapHMM LM/beM A3 MpeceyeTe fasbe Wupere Hanagada, obasectute
peneBaHTHe CTpaHe W OTNOYHeTe onopaBakK no yrepheHom nnaHy.

3a KpPUTMYHE CEeKTope, OBe TMpaKCe Cce MOpajy [AO0AaTHO MPUNATrOAUTU  HUXOBUM
OKpYKerbMMa - PUHAHCU]CKE MHCTUTYLIMje MOPaAjy O4PKaBaTM HAa BUCOKOM HUBOY 3aLUTUTY
nogataka M obes3begutn ycknaheHocT ca mMponucuma, NpysKaouu ycnyra cHabaeBahba
eHeprujom mopajy ocurypatm ceoje OT mpexe U cucteme 6esbegHocTn, a
TEeNeKOMYHMKAUMOHN onepaTtopn o06e36eauT  AOCTYNHOCT MpeXKe W nogaTke o
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KOpuCHMUMMA. Y CBMM CEKTOpMMa, capara W pasmeHa MHbopmauuja (ca Konerama,
npeko ISAC-oBa, CERT-0Ba, 1 opraHa 3a cnpoBohere 3aKoHa) Aenyje Kao AoAaTaH CerMeHT
3alWTUTE: Ae/berbeM 00aBelwWTajHMX nogaTaka O mnpeThama W HayvyeHux neKkuwmja,
opraHusaumje KOJMIEKTMBHO CMakbyjy PU3MK 33 cBe. PaHcomBep Hanmagu jecy
pacnpocTparbeHN N CBE COPUCTULIMPAHM]jM, AN CBAKAKO HUCY HecaBnagMBa MNpenpeKa 3a
Hawe oabpambeHe cucteme.

YnurbeHMLa @ MHOTM pPaHCOMBEP Hanaauv W Jajbe eKcnnoaTvwy nosHate cnaboctu
(He3akpn/beHe cucteme, cnaby xurujeHy NO3MHUKKM, HeLOCTaTaK afeKBaTHUX M30naLMja
MpeKa) npeactaB/ba NogjeiHaKo U NPeTY M NPUANKY - pellaBakbem 0BMX npobiema,
opraHusaumje mory cnpeunTtn BehuHy Oyayhux Hanaga wu Tume noauhu creneH
6e36eaHOCTM CBOje opraHusaumje.

Kao nocebHO BUTHO M3ABajaMO YMHbEHULY @ PYKOBOAMOLM M MeHaLepy MHbopmaumoHe
u cajbep be3begHocTn Tpeba Aa NpoBepaBajy CNPeMHOCT 0AroBopa Ha PaHCOMBEpP Hanaze
Kao NOCNOBHM NPUOPUTET NpoLerbyjyhn pnsmKe Koje oBM TUMOBKM Hanaga ca cobom Hoce.
BehnHa HOBMX AMPEKTMBA M 3aKOHCKMX perynaTvea NpenosHaje o4roBOPHOCT 3a cajbep
6e36e4HOCT y TOM MEHAMEHTY KOju Yy KpajhkbOj MHCTAHUM M HOCM OArOBOPHOCT 3a
MoC/NOBakbE YNTABE OpraHu3aLmje.

MpenopyKe y 0BOM U3BeLLTajy - U3BeAeHe U3 cmepHuua HaunoHanHor LLEPT-a Penybanke
Cpbuje, npenopyKa peneBaHTHUX cBeTCKMX opraHumsaumja NIST, CIS, ENISA n CISA v aHanunse
CTBAPHMX MHUMAEHATA faTe Cy Ca UWM/beM MpaB/beHba jaCHUX CMEPHMLA 33 CUCTEMATCKO
yHanpehemwe ,MMyHUTETA” Balle oOpraHM3auuMje Kao OoAroBopa Ha MoTeHuujasHe
paHcomBep Hanage. tbuxosa npumeHa 3axTeBa ogpeheHe MHBECTUUMje M HaMop, aau
TpOLWaK MpeBeHUMje je No AocafallkbMM MCKYCTBMMA 3HAaTHO MakbM Yy nopehemy ca
HeraTMBHUM NOTEHLMjaiOM KOju COBOM HOCK PaHCOMBEP MHUMAEHT (GMHAHCKjCKM rybuum,
perynaTopHe KasHe 360r Lyperba nogaTtaka, 3acToju y NOC/N0Bakby, HapyLWeH yraea u ap.).
YBoherem HaBeAeHWUX KOHTPOJa 3aliTUTe, opraHM3auuje Mory ApacTUYHO CMatbUTU
BepoBaTHONhy Za NOCTaHy XpPTBa paHCOMBEpA, Tj. OCUTypaTK Aa, ako A0 Hanaga u aohe,
Mmory ga ra npebpoge ca MUHMMANHUM YyTULAjeM HA MNocnoBake. Y CBETAY CTasHO
eBonymnpajyhux npetom 13 cajbep foMeHa afeKBaTHE Mepe 3alTute u cajbep oTnopHOCT
CBaKaKo NpeAcTaB/bajy Hajbosbe enemeHTe 3a og6paHy o noctojehnx n byayhux npeTun
no sawe VKT cucreme.

C nowmosarem,
Tum eGA KoHcynmaHama y napmuepcmeay ca HayuoHanHum LLEPT-om Penybauke Cpbuje

beoepad, deyembap 2025. 200uHe
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Mpunor 1. KaHanM KOMyHUKauuja y caydajy paHcomsep
MHUMAEHTA

Hajbosbe npakce 1 cmepHULe Koje ce Tu4y MHbopmaumoHe 6e36eAHOCTU U KOHTUHYUTETA
nocnosaka ynyhyjy opraHusauumje/KomnaHuje ga ycrnoctaBe, AOKYMEHTYjy U peaoBHO
NPaKTUKYjy CMMynaumje MHUMAEHTHUX CUTyauMja Kako bu y cnydajy peasiHOr MHUMAEHTA
6uAn WTo edMKaCHUjU Y OAFOBOPY HA UHLNOEHT.

JegHa o, GUTHUX CTAaBKKM Yy CNOMEHYTOj AOKYMEHTaLMjU je U MaTpUL,a KOMYHUKaLNje Y KOjoj
ce HaBoAe NpeuyM3HM Kopauy 0 NOCTYNKY M HAUYMHY KOMYHULMPAHbA Y CAYyYajy MHUMAEHTA.
Kako y OKBMpYy camo opraHu3auuvje/KomnaHuvje (onepatuBHM UeHTap, HagpeheHu
pyKOBOAWMANAL, TOM MEHALMEHT WU Ap.) TaKO M Ka EKCTEPHUM KOHTAKTUMa (KAWjeHTH,
NPY*Kaoum ycayra, Ap*KaBHU OpraHu u ap.).

Y Tabenu y HacTaBKy HaBOAMMO HajOMTHUjE eKCTepPHE KOHTAKTe 3a Teputopujy Penybnuke
Cpbuje.

Hasue uHcTtutyuuje Mejn TenedpoH Cajr

HaumoHanHumn UEPT info@cert.rs 062/20-20-30 www.cert.rs

MocebHo TyMnawTtso 3a | vtk@vtk.jt.rs 011/745-1233 https://www.beograd.vtk.j
BMCOKOTEXHO/IOLIKM trs/

KPUMUHAN

vtk@beograd.vtk.jt.rs

MUHMUCTAPCTBO YHyTpawmux | vtk@mup.gov.rs 011/306-2000 https://www.mup.gov.rs/
nocnosa - Cnyxba 3a 60pby wps/portal/sr/gradjani/sa
NPOTUB BUCOKOTEXHO/IOLIKOT veti/Visokotehnoloski%20
KpMMMHaNa kriminal/

MoBepeHuK 3a UHbopmaumnje | office@poverenik.rs 011/340-8900 https://www.poverenik.rs

Of, jaBHOTr 3Ha4yaja U 3aWTUTY
nogaTtaka o IMYHOCTH

Tabena 1: Jlucta eKCTEPHUX KOHTaKaTa y Cyyajy MHUMAEHTA
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Mpunor 2. Mepe 3awTtute UKT cucrema

3aHoB/beHM 3aKoH 0 MHdopmaunoHoj besbeagHocTm ("Cr PC", 6p. 91/2025) objas/beH 23. okTobpa 2025. roanHe nponucyje 37 mepa 3aliTute
NKT cuctema Kojuma ce obesbehyje npeseHUMja 04 HacTaHKA MHUMAEHTA, OAHOCHO MPEBEHLUMNja U CMatberbe WTeTe o4 MHUMAEHATa Koju
Yrpo’KaBajy BpLeHe HaaNeKHOCTM U 0b6aB/bakbe AeNaTHOCTH, @ NOCeOHO y OKBMPY NpyKakba yayra 4pyrmm aMumma.

Y Tabenun y HacTaBKy HaBedeHe Cy NponMcaHe Mepe M HUX0Ba y/ora y NpoLecy npeseHLmje u 0Arosopa Ha PpaHCOMBEP UHLMAEHT

1) YcnocTtaB/bakbe opraHM3aLMoHe CTPYKTYpE, ca OpraHusaymoHe M3paga aujarpama, aedpuHucarbe onmca nocaosa, umeHosare CISO-a,
yTBpHhEeHMM NOCNOBMMA, 3HAFbMMA, KOMMNETEHLMjaMa, yCBajatbe MNOIMTUKA M Npoueaypa, bopmunpatrse TMma 3a besbeaHocT,
WCKYCTBOM M OArOBOPHOCTMMA 3aMOC/NEHNX, KOjOM ce n3paga matpuue oaAroBOPHOCTU

ocTBapyje ynpas/barbe nHdopmaumoHom b6esbesHowhy y
okBupy onepatopa UKT cuctema

2 ) Npukyn/barbe NogaTaka o npeTtbama no uHpopmaumoHy | TexHuuke / MmnnemeHTaumja SIEM cuctema, npaherse nssewraja CERT-a,
6e36eaHocT UKT cuctema opraHusaumoHe Kopuwheme threat intelligence cepsuca, peioBHO aHaM3Mpakbe JI0rOBa,
YynaHcTBo y 6e3beHOCHMM 3ajeAHMLLAMA

3 ) MocTusarbe 6e3befHOCTM paja Ha AasbUHY U ynoTpebe TexHU4YKe HabasKa n umnnemenTtaunja VPN pewerba, MDM cuctema, noanTMKa 3a
MobunHux ypehaja BYOD, mynTudakTopcKa ayTeHTMKaLM]a 33 NPUCTYN HA Aa/bUHY,
wnppoBarbe MobuaHUX ypehaja
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4 ) ObyKa KOPUCHUKA U MeHallepa, KOHTUHYMPAHO O6pasosHe / OpraHusaumja pegoBHUx obyka, GULKMHT cumynauuje, e-learning

obpasoBare opraHusaumoHe nnatdopme, M3pasa BOAMYA M NOCTEPA, TECTOBU 3HAMA,
cneuunjannsoBaHe paguoHuue 3a UT ocobsbe

5) O6esbehumBare 40BO/LHO pecypca 3a afAeKBaTHO OpraHusaumnoHe MnaHuparbe n obesbehmsarbe bylLeTa 3a 6e3begHOCT, 3anoLw/baBakbe

ynpas/bakbe MHbopmaumoHom 6es3begHowhy

CTpy4HbaKa, HabaBKka codTBEpa U XapABepa 3a 3alTuTy, outsourcing
oapeheHux 6esbegHoCHUX PyHKLMja

6 ) 3awWwTKTa oA, pM3MKa NPU NpoMeHamMa Nocaa Uan
npecTaHKa pagHor aHraXKoBaka

OpraHusaumoHe /
npoueaypanHe

Mpoueaype 3a AeakTMBaLujy Hasora, nospahaj onpeme, onosus
NPUCTYMHUX NPaBa, U3/1a3HN MHTEPBjY, aXKypupakbe MHBEHTapa NpucTyna

7 ) UoeHTuounKoBarbe MHGOpMaLMoHUX gobapa u
oapehnBatbe 04roBOPHOCTM 33 HbUXOBY 3aLWITUTY

OpraHusaymoHe

MHBeHTapusaumja UT pecypca, fonena BNaCHUKA nogataka, Bohere
pernctpa nHdopmaumoHunx gobapa, peLoBHO axypupare MHBEHTapa

8 ) Knacudukaumja nogataka npema 3Hauajy 1 ynpas/baroe
pu3numMma

OpraHusaumnoHe /
npoueaypasnHe

JednHuncare HMBOa NOBEP/LUBOCTM (jaBHO, MHTEPHO, MOBEP/LMBO),
O3Ha4yaBakbe AOKYMeHaTa, NpoLLeHa pMU3MKa, M3paga MaTpuLe pusmka

9 ) 3aWwTKTa Hocava nojaTtaka

TexHuuKe / dm3nuke

Kopuwheme cedoBa 3a dpunsnyko vysatrbe, wWndpposare USB ypehaja,
3abpaHa Kopuwherba MMYHUX USB-0Ba, yHULWTaBake CTapmux Hocava
nofaTtaka
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10 ) OrpaHunyetrbe npucTyna nogauuma v cpeacTBnuma 3a TexHuuyke MmnnemeHTaunja ACL-a, RBAC cuctema, cermeHTaumja mpexe, gogena
obpaay nogaTaka npaBa NpucTyna no NpUHLMNY HajMakwbUX NpUBUIEruja
11 ) Opobpasatbe oBnawheHor NPUCTYNa W cnpevasakbe TexHuuke Kopuwhetbe ayTeHTUKALM]e (TI03UHKeE, KapTULEe, TOKEHN), ayTopusaumje,

HeoBnawheHor npuctyna UKT cucremy

loroBakba NpUCTyna, pesm3smja NPUCTYMHUX NpaBa

12 ) YtBphuBarbe 04roBOPHOCTM KOPUCHMKA 3a 3aLUTUTY

OpraHusaumnoHe /

EAyKaumja o N103MHKaMa, NoAUTUKA 3a Kopulwhere TOKeHa, MOHUTOPUHT

CpeAcTaBa 3a ayTeHTUdMKaLumjy TEXHUYKE 3n10ynoTpeba, noTnucnBarLe 1M3jaBa O OArOBOPHOCTH

13 ) YnoTtpeba KpuntorpadcKMx KOHTPOAA U APYTUX TEXHUKA | TexHu4Ke MmnnemeHTaunja eHKpUnumje nogaTaka y TPaH3UTY U MUPOBakLY,

3a 3aWTUTY noAaTaka anrutaniu ceptndurkatu, PKI nndpactpyktypa, Kopuwhere HSM ypehaja
14 ) Mepe 3aWwTKTe paau cnpevyaBakba OTULAHa NogaTaKka TexHuuke DLP cuctemun, MOHUTOPUHI MpexHor caobpahaja, 6nokuparbe USB

nopToBa, NOINTUKA 3abpaHe cnarba NOBEP/bUBUX NOAATAKA BaH
opraHusauuje

15 ) ®m3nyka 3awTMTa 0bjeKkaTa, MpocTopa, 30Ha

®dusnyke / TEXHMYKe

Buaeo Haz30p, KOHTPoAa Npuctyna (Kaptuue, buomeTtpuja), anapmHu
cuctemu, dumsmnyko obesbeherbe, 3aKk/byyaBakbe cepBep coba

16 ) 3awTunTa og rybutka, owrtehera, Kpahe nnu
yrpoxkasara numosuHe KT cuctema

®dusnyke / TEXHMYKe

Ocurypatbe onpeme, bekan pelera, G13nyKa 3aluTMTa cepsepa,
Kopuwhere UPS-a, MOHUTOPUHT TeMnepaType 1 Bare
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17 ) ObesbehuBarbe ncnpasHor u 6esbegHor TexHunuke PefioBHO ogp:kaBakbe, MOHUTOPUHI cUCTEMA, patch management,

bYyHKUMOHMCaKa cpeacTaBa 3a 06paay nogaTaka ayTOMaTM30BaHM afaTh 3a Haa30p nepdopmaHcu

18 ) Mpoueaype 1 mepe 3awWwTUTe NPU Kopuwherwy Knaya TexHuuke / Yrosapame SLA ca Knaya npoBajaepom, eHKpUnunja nogataka y Knayay,

ycnyra npougeaypanHe KOHTPO/Ia NPUCTYyNa, NpoLeHa 6e3befHOCTU KNaya NpoBajaepa,
ABOGdAKTOPCKa ayTeHTUKAUM]a

19 ) Npahere UKT cuctema paam oTKpUBara pakbUBOCTU U TexHuyke HabasKa SIEM cuctema, pe40BHO CKEHMpPakbe HA NO3HATE PabMBOCTH,

npeTkou NneHeTpaunoHu TecToBu, Kopuwherbe anaTa 3a AeTeKunjy aHomanuja

20 ) OrpaHuyerse npuctyna Beb npeseHTaumjama Koje mory TexHuuke Beb ¢duntepu, 610KMpatbe pU3MYHUX CajTOBA, Npahere NpuUCTyna,

HapywunTn 6esbesHocTt eayKalmja KOpMCHMKa 0 QULINHT NpeTHama

21 ) 3awTunTa NogaTaka v cpeacTaBa o4 3/10HaMepHor TexHuuke AHTMBUPYC codTBep, EDR peliera, peloBHO axypuparse aeduHuumja,

codpTBEpa sandboxing, eaykalumja KOPUCHMKA

22 ) PepoBHO NpaB/berbe pe3epBHUX Konuja nofaTtaka, TexHuuke / AyTomaTtun3oBaHM b6eKkan cuctemu, TecTparbe nospahaja nogataka, 6ekan

codTtBepa v cuctema npoueaypanHe Ha yZJas/beHe fioKaumje, Bohere eBuaeHUmje o bekanuma

23 ) YyBarbe noaaTaka o gorahajuma 3HavajHUM 3a TexHuuke / NoroBakse gorahaja, SIEM aHanusa, yyBakbe 10roBa Ha CUTYPHO]

6e36enHocT UKT cuctema npoueaypanHe JIOKaLMj1, ayTomaTM3oBaHa aHaM3a /Iorosa
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24 ) Obe3behnBare UHTErpUTETa COPTBEPA M ONEPATUBHUX TexHuuke Patch management, xelw npoBepa, MOHUTOPUHT NPOMeHa, Kopulwhere

cucTema integrity check anaTa

25 ) 3awTunta o 310ynotpebe TeXHUUKNX 6e3beaHOCHUX TexHunuke PenoBHO axkypuparbe copTBepa, NeHeTpaLMoHM TECTOBK, eayKalmja

cnaboctn KT cuctema agMMHUCTpaTopa, Kopuwhere vulnerability management anata

26 ) 3awTtuta UKT cnuctema y peB13MjCKOM UCMIUTUBAHbY TexHuuke / dedurHncarbe npoueaypa 3a TeCTUpakbe, MOHUTOPUHT TOKOM peBusuje,
npoueaypanHe orpaHuYyaBakbe NPUCTyNa TECT OKPYKetby, beKkan npe TecTparba

27 ) 3awTnTa Nofataka y KOMyHUKALMOHMM MpeXKama TexHuyke LUndposarbe KomyHuKauuje, firewall, cermeHTaumja mpesxe, IDS / IPS

cucTemm

28 ) be3benHOCT NogaTaka y NpeHocy YHyTap M BaH TexHuuke VPN, eHKpunumja, NOANTMKa 3a pa3MeHy nogataka, kopuwhere

onepartopa UKT cucrema CUTYPHUX KaHaNa 32 eKCTEePHY KOMYHUKaLMjy

29 ) Ucnyrerbe 3axTeBa 3a MHGOpMaLUmnoHy 6esbegHocT y MpoueaypanHe / JedunHucame npouenypa 3a pasBoj, TeCcTMparbe, MMNAeMeHTauujy un

cBMM dpaszama KUBOTHOT unknyca UKT cuctema opraHusaumoHe noB/layere cucTeMa, Bohere AOKyMeHTalmje 0 MpoMeHama

30 ) 3awTnTa Nnogataka kopuwheHux 3a Tectnparse UKT TexHuuke / AHOHMMM3aUNja TECTHUX NOAATaKa, KOHTPO/A MPUCTYNA TECTHOM

cuctema npoueaypanHe OKpYKery, bpucarbe TeCTHMX NoAaTaka HAaKOH 3aBpLUETKA TecTUpara

31 ) Npoueaype 3a YyBare n bpucare MHGopmaumja y UKT MpoueaypanHe JeduHucarwe nonntrka data retention-a, aytomatmsaumja 6pucara

cMcTemmma nofartaka, Bohere eBuaeHLMje o bpucary

32 ) 3awTuTa cpeactasa onepatopa VKT cuctema TexHuuke / OrpaHnyaBarbe NpUCTyna ekCTepHMM napTHepPUmMa, MOHUTOPUHT

OOCTYMHUX NpPYXKaoumma ycnyra opraHu3saumoHe aKTMBHOCTH, yroBapare 6e36eHOCHMX 3axTeBa ca NapTHepUMa
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33 ) OgprKkaBakbe YroBOPEHOT HUBOA MHPOPMaLMOHE

OpraHusaumnoHe /

Mpaheme SLA, peBusnja yroBopa, M3BelITaBake o 6e3begHOCTH,

b6e3benHoCTM M ycayra npoueaypanHe cnpoBohere neprMoauyHMX NpoBepa yckaaheHocTn

34 ) NpeBeHLUMja 1 pearoBatbe Ha 6e3begHOCHE YnpaB/batse M3paga incident response nnaHa, Gopmuparse TMMA 3a UHLUMAOEHTE,

MHUMAEHTE, pa3sMmeHa MHGopMaLmja, Mepe caHauumje UHUMAeHTUMa / Bexbe cumynauuje, KomyHuKaunja ca LLEPT-om, Boherwe eBngeHumje o
npoueaypanHe WMHUMAEHTUMA

35 ) Mepe KOHTUHYUTETa NOC/0Bakba Y BaHPEAHUM
OKOJIHOCTMMA

KOHTKN HYUTET NOC/N0Baka

Kpeuparse nnaHa KOHTUHYWUTETA, pe3epBHE SIoKauuje, TecTupake
ornopaska, yrosapare DR (disaster recovery) ycnyre

36 ) YcBajakbe fOKyMeHaTa 3a NpoBepy afeKBaTHOCTU Mepa
3awTuTe

OpraHusaumoHe /
npoueaypanHe

PenoBHa peBusmja NoAMTHKa, U3paZa M3BeLTaja o ycknaheHocTn,
cnpoBoherbe MHTEPHUX U EKCTEPHMX NPoBeEpa

37 ) Ynotpeba myntudakTopcKe ayTeHTUKaunje, besbegHe
KOMYHMKaLNje Yy XUTHUM Cy4ajeBnuma

TexHuyke

HabaBka n umnnemeHtaumja MFA peluera, Kopuwhere CUrypHUX
KOMYHUKaLMOHMX KaHana (Hnp. wudposBaHu TenedoHun), obyka
3aMocneHnx 3a XMTHe npoueaype

Tabena 2: Mepe 3awTuTe NponuncaHe 3akoHOM o0 MHboOpPMaLMoHoj 6e3beaHOCTM ca yaorama y NpeBeHLMjM U OTNOPHOCTU Ha PaHCOMBEP

Hanage
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Mpunor 3. CepBucu 3a camonomoh

Mpojekat “No more ransom” pe3ynTtaT je WHMUMjaTMBE HauuoHanHe jeaunHULE 3a
BUCOKOTEXHOIOLWKN KPMMMHAN nonnuunje y XonaHgmju, Eypononosor EBponckor LeHTpa 3a
cajbep KpumuHan u KomnaHuja Kaspersky n McAfee ca uu/bem nogpluke KpTBama
paHcomBepa v Bpahaky WndpoBaHMx NnogaTaka 6e3 nnahara OTKyNHMHE KPUMUHANLMMA.

Ha oBom cajTy moxeTe 6ecnnatHo 406MTU K/bydeBe 3a AeKPUNLNjY HEKUX 04, HajlO3HATUjUX
KPUNTO aaroputama.

) @ Home|The No More Ransom | X + v = o %
«

o

C O B wwwnomoreransom.org/en/index him BEY @signin &) =

< > Home Crypto Sheriff Ransomware: Q&A Prevention Advice Decryption Tools

[\J O MORE RANSOM ReportaCrime

N E E D H E L P Ransomware is malware that locks
. your computer and mobile devices or

un Iockl ng your encrypts your electronic files. When
e . i this happens, you can’t get to the data

digital life without unless you pay a ransom.

paYing your at' However this is not guaran-

% teed and you should never

tackers*? .

2 -

Cnuka 18: Usrnep cajta https://www.nomoreransom.org
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